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Abstract
The curr ent model for �o w establishmentin the Inter net:
DNS Names,IP addresses,and transport ports, is inade-
quate. Not all of the problem is due to the small IPv4 ad-
dressspaceand resulting NAT boxes. Even where global
addressesexist, �r ewallscannot gleanenoughinformation
about a �o w fr om packet headers,and so often err, typ-
ically though not always by being over-conservative: dis-
allowing �o ws that might otherwise be allowed. This pa-
per presentsa novel architecture, protocol design, and
implementation, for secure �o w establishment in the In-
ternet. The architecture, called NUTSS, takes into ac-
count the security policies of both endpoints and network
providers. NUTSS usesURIs for naming machines,ap-
plications, users, and �o ws, and usessignaling protocols
to authenticate and authorize the high-level named �o ws,
and subsequentlybind them to ephemeral IPv4 (or IPv6)
5-tuple data �o ws. Combined with recentNAT traversal
techniques,NUTSSworks with IPv4 and reducesthe need
for IPv6. This paper analyzesmodern security require-
ments,describesNUTSSand how it leadsto a secureInter -
net, describesour prototype implementation, and outlines
other bene�ts of NUTSS, including mobility , indir ection,
anycastand multicast, and billing .

1 Intr oduction
The POSIX socketsinterfacede�nes the corenet-

working servicesofferedby a wide rangeof OS's — in
other words, the OS network servicesthat an applica-
tion developercandependonbeingavailable.Thesock-
etsinterfaceoriginally offeredasmallsetof critical ser-
vices:

� Provide long-termstableuser-friendly namesand
(non-user-friendly) addressesto identify speci�c
applicationsrunning on speci�c machines(DNS
names,IP addresses,andports).

� Provide theability to transmitandreceive a stream
of bytes(TCP)or datagrams(UDP)to andfrom the
identi�ed applications.

Over theyears,this minimal setof serviceshasde-
teriorated.Becausetherearen't enoughIPv4 addresses,
notall machinescanbeidenti�ed, or if they cantheiden-
tities areoftenephemeral.IPv6 aimsto solve this prob-
lemby providing moreaddresses.Evenwith IPv6,how-
ever, becauseof �re walls it maystill not bepossibleto
transmitor receive packetsto/fromagivenmachineand

application.Thisis of courseafeature,notabug,atleast
in themindof the�re wall operator, andsuggeststhatthe
original small setof servicesprovided by the network,
andmadeubiquitouslyavailablethroughthesocketsin-
terface,is inadequatein today'shostilenetwork environ-
ment.

In thispaper, wearguethatthenetwork andOSin-
terfaceshouldbe extendedto include a network ACL
(AccessControlList) service.Towardsthisend,thispa-
percontributesanarchitecture,protocol,andinitial im-
plementationfor sucha service. Creatingthis service,
however, is not a matterof simply standardizinganAPI
thatmakescurrentpersonal�re wall technology[1, 2, 3]
availableat thesocketsinterface.Therearebroadlytwo
reasonsfor this:

First, it isn't enoughto �lter packetsinsidetheend-
point'sOS.Theendpoint(applicationor user)maywish
thatcertainpackets(for instanceaDoSattack)not reach
its network interfaceor eventheISPaccesslink. In ad-
dition, theendpointis not theonly partythathasa stake
in how packetsare�ltered. The network provider may
alsohave anACL policy for thenetwork. Furthermore,
the network provider's policy may differ from the end-
point's policy. Thus, endpointsand elementsdeepin
the network must be able to work togetherto provide
a safer, morecontrollablenetwork service,andthenet-
work ACL architecturemustallow for this.

Second,current(IPv4) or planned(IPv6) network
protocolsdon't provide adequatesemanticsor mecha-
nismsfor a network ACL service.Amongotherthings,
IPv4 addressesarenot globally unique,IPv6 addresses
canbebut arelikely to beephemeralin practice,neither
of themareuser-friendly, theport numberdoesnot ade-
quatelyidentify theapplicationatnetwork �re walls,and
theDNS servicedoesnot understandenoughaboutthe
queryinguseror impendingapplicationto know whether
or how to answeraquery.

At thecenterof our architectureis theuseof URIs
for namingmachines,applications,users,and�o ws,and
theuseof signalingprotocolsto authenticateandautho-
rize thehigh-level named�o ws, andsubsequentlybind
themto ephemeralIPv4 (or IPv6) 5-tupledata�o ws. In
doing this, we eliminatethe needfor permanentIP or
portassignmentsfor non-publicservercommunications.
Signi�cantly, in light of recentadvancesin NAT traver-
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sal [4, 5], we eliminatetheneedfor globally uniqueIP
addresses.In otherwords,notonly is IPv6notadequate
for access-controlledglobal communications,it is not
evennecessary.

Note that the ideaof usingURIs andsignalingto
richly namea �o w andsubsequentlybind it to a 5-tuple
is not new: the SessionInitiation Protocol(SIP) does
this todayfor VoIP �o ws. Our architectureheavily ex-
ploits SIP, enhancingit slightly to work for all typesof
applications,notjustmedia.Wecombinethiswith anew
simpleon-pathsignalingmechanismusedto providethe
credentialsneededby �re walls to allow �o ws to pass.

This architectureis called NUTSS, for its con-
stituent components:NATs, URIs, Tunnels,SIP, and
STUNT. In additionto theabove security-orientedcon-
tributions,this paperoutlineshow NUTSSmaybeused
to provide additional features,such as user and de-
vicemobility, sitemulti-homing,asynchronousmessage
passing,andgateway serviceto othertypesof networks
suchasIPv6or specializedsensornetworks.

Altogether, thispapermakesfour contributions.(1)
We broadlyanalyzeInternetsecurityrequirements,tak-
ing both endpointand network policies into consider-
ation in x2. Basedon this, we are, to the best of
our knowledge, the �rst to proposefor this purpose
a combinedoff-path and on-path signaling approach
— NUTSS.(2) We designan architecturefor NUTSS
which exploits andextendsSIP, andshow how it works
to provide Internetsecurity in x3 and x4 respectively.
(3) We describea proof-of-conceptimplementationof
NUTSSin x5. (4) We outlinehow NUTSShelpssolve
a broadrangeof network problems,includingmobility,
multi-homing,bridging disparatenetworking technolo-
gies,indirection,andbilling in x6.

2 Security in the Inter net

Theend-to-endargumentstatesthatthehigherlay-
ers(end)cannotfully dependon the lower layers(mid-
dle) to provide functions such as error recovery and
security, and thereforemust itself provide thesefunc-
tions [6]. As a result, it may be redundantand inef�-
cientto providethesefunctionsin themiddle,andthere-
fore doingso is justi�ed only asperformanceenhance-
ments.Theoriginal securityarchitectureof theInternet
wasstronglyguidedby this argument.It prescribesthat
almostall securityis bestprovidedby theends,andthat
very little “performanceenhancement”can be had by
doing securityin the middle. In otherwords,the func-
tion of the network is to deliver packets regardlessof
whetheror not they aredesiredby the end. It is up to
theend(thereceiving host's OSandapplication)to de-
terminewhetheror not to dropa givenreceivedpacket.
TheE2Eargumentled to a protocoldesignfor connec-
tion establishment,namelytheaddress/portmodel,that

intentionallyprovidesvery little informationto themid-
dleaboutwhatis happeningat theends.

We believe that this argumenthasnot faredwell
with respectto Internetsecurity, andthat the prolifera-
tion of �re wallsandothersecurity-orientedmiddleboxes
is symptomaticof this. To beclear, we certainlybelieve
that the end is the appropriateplacefor mostsecurity.
Themiddlemust,however, play a larger role thanorig-
inally anticipated,andthe Internetprotocoldesignhas
madeallowing thisdif�cult.

Theproblemswith thepureE2Emodelof security
are as follows. First, it doesnot protectagainst DoS
attacks.This problemalonedictatesthat theremustbe
somewayfor themiddleto �lter packets,ideallyasclose
aspossibleto the attacker. In somecases,control over
this �ltering might be at or nearthe receiving end. In
othercases,suchaswherean ISP wishesto protectit-
self or customersthatareaffectedby theattackbut not
directly underattack,themiddlemaycontrol this �lter -
ing [7].

The secondproblemwith the pureE2E modelof
securityis thatit is dif�cult to fully secureall endhosts.
Take, for instance,a typical enterprisenetwork. The
end-usersthemselves areat bestincapableof securing
their end-hosts,andat worst arehostile to the policies
of the enterprise's IT department.It is up to IT, then,
to securetheendsystems.IT canattemptto do sowith
an arsenalof tools, suchassoftware installationpack-
ages[8], andend-host�re walls andvirus checkers[3].
Any error in this process,however, may leave one or
moreend-hostsvulnerableto attack. A �re wall at the
enterprise's gateway servesasa �rst line of defenseto
guardagainstany weaknessesin end-hostsecurity.

Relatedto the secondproblemis the casewhere
the middle hasa legitimatestake in controlling packet
�o ws, but haslittle or no direct control over end-hosts.
For instance,in someenvironments,suchas a univer-
sity campus,IT cannotdirectly controlwhatOSor soft-
wareis installedin end-hosts(thoughthey maybeable
to enforceusageof a virus scanner).Anotherexample
is whereanISP'scustomers'end-hostsareinfectedwith
softwarethatdeliversSPAM, thusloadingtheISP'snet-
work. The ISP hasa legitimate reasonfor wanting to
preventthosepacket �o ws.

Securityin themiddlehasevolvedin adhocways.
A classof boxeshavebeendevelopedthatallow themid-
dle to disallow speci�c �o ws, steer�o ws to alternate
endpoints,androute�o ws over encryptedtunnels. We
generallyreferto theseboxesasmiddleboxes.

The problemswith the existing model of deploy-
ing middleboxesareasfollows. First,middleboxeshave
very little informationabouta �o w whendecidingon its
outcome.Consider, for instance,how a �re wall works.
It must decidewhetheror not to block a �o w based
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largely on the �rst packet. To do otherwisewould not
protectagainstDoSattacksor singlepacket vulnerabil-
ities [9]. It is up to the�re wall, then,to infer whethera
�o w is maliciousbasedlargelyon theIP addresses,port
numbers,andcontentof the packet. Firewalls provide
securityto the extent that this information is suf�cient
for the�re wall to identify theintentof thesenderappli-
cation,but thatisnotalwaysthecase.Userscanhavedy-
namicor non-uniqueIP addresses(DHCP, NAT), appli-
cationscanrunonnon-standardports,and�o w contents
canbeencrypted.Consequently, middleboxestodayerr
onthesideof cautionandoftenblockunmalicious�o ws.

The secondproblemwith existing middleboxes is
that they are often forced to act unilaterally without
consultingthe end. IP/TCP/UDPalonedoesnot allow
middleboxesto negotiatewith the endpointhow a �o w
shouldbe handled. Firewalls, for instance,cannotask
theintendeddestinationwhetheror not it is preparedto
handlea particular�o w without �rst allowing the (po-
tentiallymalicious)�o w to succeed.

Onemight ask– whatwould it take to do security
betterin the Internet? This leadsto somebasicques-
tions. Who needsto be involved in providing security:
the end, the middle, both? What informationneedsto
beknown about�o ws, when andby whom? And, how
is this informationdisseminated?Theremainderof this
sectionconductsa thought-experimentto answerthese
questions,andevaluateshow existing andproposedIn-
ternetarchitecturesstackup in thiscontext.

2.1 Who needsto be involved?

Broadly speaking,any endpointor network that
carriesa �o w maypotentiallyhave a sayin whetherthe
�o w is allowed. Endpointstypically allow �o ws from
certainremoteendpointsanddisallow �o wsfrom others.
In anenterprise,endpointsmaydelegatesomepolicy to
theenterprise's IT department.TheIT departmentmay,
in addition,have mandatorypolicy thatprotectstheen-
terprisenetwork andendpointsfrom othercompromised
or hostileendpointsonthe(public) Internet.IT mayfur-
therneedto delegateDoS-relatedpolicy to the ISP up-
streamof theenterprise'sbottlenecklink to theInternet.

In general,bothendpointsandany network on the
data-pathmay have policy governing a �o w. In some
cases,the policy at the endmay reinforcethe policy in
themiddle,while in othercases,it maycon�ict. In prac-
tice,however, thefartheronemovesawayfrom theend,
thelessonehasto sayaboutthe�o w.

2.2 What needsto beknown?

Policy is typically de�ned in terms of usersand
applications,andaimsto restrictnetwork useto autho-
rized endpointsor placespecialrequirementson �o ws.
For instance,physical accessor Virtual Private Net-

works(VPN) areusedto authorizeuserstoday, �re walls
performport-based�ltering to restrictapplications,and
servicesarecon�gured to respondonly over Transport
LayerSecurity(TLS).Weformalizethisdefactoexpres-
sivenessof policy todayby de�ning its components.

Policy consistsof thefollowing two elements.The
�rst matchesspeci�c �o ws thatthepolicy refersto. The
secondelementof policy determineshow matched�o ws
aretreated.As an exampleof matchingpolicy to �o w,
policy maybede�nedfor �o wsthatareunencryptedand
crossthepublic Internet.Anotherexamplemaybepol-
icy for �o ws from aparticularuserandapplication.The
lessa middleboxhasto guessabouta �o w, the more
preciselyit cantarget just theright �o ws andthe lessit
needsto err on the sideof cautionby restrictingother
�o ws. To thatend,thefollowing informationis usefulto
themiddleboxes.

� Endpoint Identity - includesnotonly theapplica-
tions at which a �o w originatesor terminates,but
also the usersand the boxes running the applica-
tions. Endpointidentity can be usedin policy to
target �o ws to or from speci�c individuals,appli-
cations,hosts,or acombinationof thethree.

� Transport Attrib utes- areprotocol-level proper-
tiesof a �o w suchasmodeandstrengthof encryp-
tion, choiceof accesslink, bandwidthrequirements
etc. Policy canbewritten to targeta �o w basedon
the requirementsthe �o w placeson the network,
andthe level of securityandcon�dentiality that it
provides.

� Data Attrib utes - arelabelsandtaintsappliedto
the endpointsestablishinga �o w. OperatingSys-
tems, suchas Asbestos[10], assigntaints to ap-
plicationsbasedon dataaccessedby the applica-
tion. Declaringthis taint allows policy to differen-
tiate between�o ws from an applicationthat may
have accessedcon�dential datafrom applications
thathave not.

Regardingthesecondelementof policy, determin-
ing how matched�o ws aretreated,middleboxestoday
have the capability to block �o ws, steer�o ws to alter-
natedestinations,apply bandwidthcaps,encapsulatea
�o w insidesecuretunnels,log andaudit�o ws,andeven
scrub�o wsto removeviruses.Theseactionscanbesep-
aratedinto two classes.

� Flow Steering- wherethepolicy redirectsthe�o w
to an alternatemiddleboxfor processing.This in-
cludesa �re wall thatmayblock the�o w, acaching
proxy that may respondto the �o w from an inter-
nalcache,or aviruschecker thatmaytransparently
scrubthe �o w free of virusesandallow it to con-
tinue.
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� Transport Modi�cation - wherethepolicy mod-
i�es the transportattributesof the �o w. This in-
cludespolicy routingover a VPN tunnel,applying
traf�c shapingmeasuresto protectagainstDDoS,
and using NATs to hide the private transportad-
dress.

Both endpointsandthemiddlenetworks thathave
policy regardinga �o w mustbeableto preciselymatch
�o ws that the policy targets,and take appropriateac-
tion. Thenext-generationsecureInternetshould,in our
opinion,supporthigh-level policy de�nitions (usersand
applications,not IP addressesandports)andexplicitly
supporttherich setof actionsthatmiddleboxescantake
today.

2.3 When and how are �o w details known?

Thereis tensionbetweenproviding all theinforma-
tion neededto matchpolicieswith �o ws on onehand,
andpreservingprivacy ontheother. For instance,to help
preventDoSattacks,anendpointmaywish to withhold
its IP addressuntil it hasdeterminedthatit truststhere-
moteendpointwith that information.As anotherexam-
ple, a �o w initiator may wish to remainanonymousby
notproviding anameandby steeringits packetsthrough
ananonymizing middlebox. The�o w recipient,on the
otherhand,mayrefuseto acceptanonymous�o ws.

2.4 RelatedWork and Inter net Security Today

“In the Internet,you cannotlock your doors.
Soyoudothenext bestthing— yousit behind
thedoorwith ashotgun.” [11]

As alreadymentioned,one weaknessof the E2E
security architectureis that IP addressesare publicly
routableandanyonecan launcha DDoS attackknow-
ing the target's IP address. Furthermore,anyone can
learn the target's IP addressover DNS; recursionand
cachingprevent the DNS server from controlling who
learnsthetarget's IP. SeveralDDoSsolutionshave been
proposedandimplemented.Akamai keepsthe target's
IP secretby usingDNS to redirectusersto a distributed
cache[12]. Akamai's solutionamountsto securityby
obscuritywhereif thetarget's trueIP addressis ever re-
vealed,it canbeattackeddirectly. Riverheadallows en-
terprisesand ISPsto deploy on-path�re walls that use
heuristicsto mitigate a DDoS attack [7]. Many pro-
posedsolutionsto the DDoS problem,including Push-
back[13], AITF [14], Off-By-Default [15], SIFF [16],
Capabilities[17], SOS[18], andMayday[19] con�gure
upstreamroutersto drop attacktraf�c from unwanted
sources. Theseapproachesrely on the expressiveness
of the �o w 5-tupleto distinguishgoodtraf�c from bad.
In thepresenceof multiple userson the samehost,dy-
namicIP allocation,NATs, andapplicationsrunningon

non-standardportsthe5-tupleis ephemeral[20,21], and
policy de�ned on5-tuplesserveslittle purposewhenthe
sametuplecanbemaliciousor unmaliciousat different
times. Consequentlytheseapproachessometimesun-
necessarilyblock unmalicioustraf�c that is misclassi-
�ed (or generalized)asmalicioustraf�c, or donotblock
all malicioustraf�c.

The other weaknessin the E2E security model
mentionedearlier is that not everyonewho hasa stake
in security is empowered to provide that security. In
this model, the middle haslittle say in what �o ws are
allowed andmustrely completelyon the endpointsfor
the protectionof the endpointand the network itself.
In selectscenarios,in an enterprisefor example, the
IT departmentcan enforcethis control over the ends
throughsoftwareupdateandcon�gurationmanagement
tools like Marimba [8]. In other cases,suchas with
DoA [22], endpointscanexplicitly invoke securityser-
vicesprovidedby themiddle. Suchsolutions,however,
do not protectagainst maliciousor compromisedend-
pointsthatmaypreempttheIT department'scontroland
abusethe network. An alternatesolution is wherethe
middle exerts direct control on �o ws with the help of
an on-pathmiddlebox. While middleboxesprotectthe
network againstuncooperative endpoints,they facethe
aforementionedproblemswhich we repeathere: �re-
walls mustinfer malicebasedlargely on the5-tuple,D-
WARD [23] infers malice basedon deviations from a
“normal traf�c model”,NATsprotectonly againstdrive-
by intrusionsfrom theoutside,andVPNscannotauthen-
ticate remoteusersthat are not VPN members. Ulti-
mately, suchmiddle-onlyapproachesthatcannotexplic-
itly negotiatetheintentof the�o w with theendpointrely
onheuristicsandpotentiallyblockunmalicious�o ws.

Protocolssuch as UPnP [24] and Midcom [25]
wherethe endpointcanexplicitly requesta middlebox
to performsomeaction,aredesignedto provide some
coordinationbetweenmiddleboxesandendpoints.Such
requests,however, cannotbemadeby themiddleboxor
theremoteendpoint.Middleboxes,for instance,cannot
challengethe endpointsfor authorizationfor arbitrary
�o ws,nor forcetheendpointsto useencryption.

SeveralotherInternetarchitectureshave beenpro-
posedthatweanaway from 5-tupleaddressingandend-
only control. TRIAD [26], IPNL [27], and the i3 ser-
vice [28] routebasedon URLs,FQDNs,and�at identi-
�ers respectively. Selnet[29], Plutarch[30], AVES[31],
and Metanet[32] view the Internetas a collection of
realmswhereinter-realmelements(themiddle)help in
endpointresolution.In orderto provide secureconnec-
tivity in the Internet,we believe the middle mustplay
a yet larger role in helpingnegotiate�o ws throughnet-
worksbetweenendpoints.
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Altogether, we believe that involving themiddlein
providing securityis imperative, and to that end, end-
points and middleboxes must be able to coordinateto
set up �o ws. In the following sectionwe describean
Internetsignalingprimitive that allows the endandthe
middleto coordinatesuch,andin x4 we describehow a
secureInternetarchitecturecanbeconstructedusingthis
signalingprimitive.

3 NUTSSSignalingPrimiti ve

Thediscussionin theprevioussectionsuggeststhat
an “exchangeof information” (i.e. signaling)between
endpointsandmiddleboxesmust take placebeforeap-
plicationdatapacketscan�o w betweenendpoints.This
signalingallows themiddleandtheendsto allow or dis-
allow �o ws as well as negotiate the characteristicsof
the �o ws. Noting thatany signalingprimitive is heavy-
weight, at least comparedto no signaling, we should
re-statethat the signalingdescribedhere is not meant
to apply to public servers. DoSattacksaside,accessto
publicserversis supportedwell by thelighter-weightad-
dress/port/DNSmodel.Rather, oursignalingprimitiveis
meantfor situationswherethe endpointandits associ-
atednetworkshave somepolicy or anotherthatrestricts
accessto theendpoint.

TheNUTSSarchitecturesupportsnot onebut two
signalingmodes:an off-path modeandon-pathmode.
By off-path,we meanthat thesignalingmessagetake a
differentpath throughthe network than the path taken
by the (application)datapackets. The primary bene�t
of off-path signalingis the �e xibility it offers in where
to placefunctions. For instance,this allows a network
administratorto centralizeits �re wall andothersecurity
policies,andto placethemfarawayfrom theactualend-
networks and end-hoststo which thosepolicies apply.
This is important,for instance,in a default-off commu-
nicationssetting,becauseit preventspotentiallyhostile
�o w initiatorsfrom gettingtheirpacketsanywhereclose
to thetarget(victim) host.

On-pathsignalingis required,on the other hand,
becauseultimately it is necessaryfor elementsin the
data-path(middleboxes) to know aboutan impending
data�o w. Firewalls needto passthe approved �o ws,
routersmay needto reserve resourcesfor the �o ws or
steerthemin certainways(towardsa virus checker, for
instance),andsoon. An off-pathprotocolalonecannot
do this, so our designalsoexploreshow to couplethe
off-pathandon-pathportionsof the �o w establishment
problems.

Fortunately, therealreadyexists a matureoff-path
signalingprotocol in the form of the SessionInitiation
Protocol(SIP)[33]. SIPis asignalingprotocolfor initi-
ating interactive multimediasessionssuchasvideoand
voice over the Internet. SIP enablesa powerful setof

Attribute ExampleValues
(usercomponent) user@domain.org
app ftpjmailjwebj. . .
type clientjserverjpeer
software vsftpjsendmailj�ref oxj. . .
version 2.14.3
location homejof�ce jlaptopj. . .

Table1: Core�elds in endpointdescriptors

features:mobility, rich namingof usersandendpoints,
discovery, theability to negotiatedifferentprotocols,in-
dependencefrom underlyingtransport,andthecreation
of infrastructureto supportit all. We have found that,
with minorenhancements,SIPdoeseverythingweneed
for establishingdata�o ws. This is not surprisingbe-
causeSIPis designednot to offer a speci�c service,but
ratherasa setof primitivesover which servicescanbe
built. Add to this the fact that thereis anextensive and
growing SIP infrastructureand expertise,and we �nd
that SIP is an ideal primitive uponwhich to build a se-
cureInternetarchitecture.

In this section we describe the design of the
NUTSSsignalingprimitive. ThoughNUTSShasanum-
berof bene�ts (we discusssomeof themin x6), we use
the problemof designinga secureInternetarchitecture
as our running example. We discussour designof a
secureInternetarchitecturein Section4 to concretely
illustratehow NUTSSmeetsthe securityrequirements
identi�ed in theprevioussection.

3.1 Namesand Descriptors

Endpointsin NUTSSareidenti�ed by rich descrip-
tors that encodehigh-level information including the
user, application,and host. Flows in NUTSS are also
identi�ed by rich descriptorsthat includecertainly the
sourceanddestinationendpoints,but alsotransportand
dataattributessuchasencryptionandtaints.Theuseof
high-level descriptorssimpli�es policy de�nition by re-
moving ephemeralelementsfrom the namesuchas IP
addressesandportnumbers.It alsomakesnaminginde-
pendentof theunderlyingnetwork, thusallowing anin-
ternetthatsupportsmultiple network types(IPv4, IPv6,
sensornets,etc.)

The actualencodingof an endpointin NUTSS is
through SIP URIs. URIs in SIP contain a re-
quired user componentthat looks like an email ad-
dress,followed by a numberof key=value attributes
(e.g.bob@acme.org;app=ftp;type=client). TheURI,
in this case, identi�es the user (bob), the domain
(acme.org), theapplication(app=ftp), andthe typeof
endpoint(type=client). While any numberof key types
canbede�ned, Table1 lists thecoreendpoint-attributes
understoodby NUTSS.

Flow descriptorsin NUTSS are encodedas SIP
5



Attribute ExampleValues
To alice@rr.net;app=ftp;type=server
From bob@acme.org;app=ftp;type=client
Protocol m=data ftp tcp
AddressandPort c=IN IP4 128.84.223.109:32524
Encryption a=enc:ssljipsecj. . .
Taint a=taint:bob.con�dential

Table2: Core�elds in �o w descriptors

headersand SDP [34] extentscarriedinside SIP mes-
sages.SIPheader�elds suchasTo: andFrom: con-
tain theSIPURIs encodingtheendpointdescriptorsfor
the destinationand sourcerespectively. The body of
the SIP messagecontainsa SessionDescriptionProto-
col (SDP)elementthatencodes�o w speci�c parameters.
TheSDPformat is usedto encodetheIP addressesand
ports,modeandstrengthof encryption,taintscarriedby
the �o w etc. While any numberof �o w-attributescan
be de�ned, Table2 lists the core�o w-attributesunder-
stoodby NUTSS. As an exampleof a �o w descriptor,
an unencrypted�o w from Bob's FTP client, which has
accesseddatacon�dential to Bob, to Alice's FTPserver
is encodedasfollows.
To: alice@rr.net;app=ftp;type=server
From: bob@acme.org;app=ftp;type=client;

software=ftp;version=0.17

m=data ftp tcp
c=IN IP4 128.84.223.109:32524
a=enc:none
a=taint:bob.confidential

Property 3.1: Descriptors in NUTSS are
long-termstable,network-independent,user-
friendly, rich descriptionsof the endpointor
�o w.

By design,endpointdescriptorsareindependentof
the network locationof the endpoint,andthusserve as
long-termstableidenti�ers. Flow descriptorsarecon-
structedmostlyby thesourceapplicationwith somehelp
from theuser. For instance,whenBob instructshis FTP
client to contactAlice's server, he simply providesal-
ice@rr.net to theapplication.TheFTPapplicationthen
appendsits own app,type,software,version attributes
to Bob's identity (learnedfrom an environment vari-
able), appendsthe app,type of the remoteendpointit
wishesto contact to Alice's identity (given by Bob),
andappendstheencryptionsettings(basedperhapsona
drop-down optionselectableby Bob). Consequently, the
destination“name” suppliedby theuseris user-friendly
andstable(just like anemailaddress).Overall,descrip-
tors in NUTSSare�e xible representationsof endpoints
and�o ws.

Public 
Internet

Enterprise

Dept.

ISP

DNS

Rendezvous/Policy BoxBob

Alice

Figure1: Endpointregistrationandpolicy boxes

3.2 Routing SignalingMessages

Signalingmessagesareaddressedto endpointde-
scriptorsandareroutedby the signalinginfrastructure.
Added is the constraintthat signaling messagesmust
visit aboxdesignatedby intermediatenetworksthathas
securitypolicy thatmayeffectthemessage.Theseboxes
are called policy boxes, and are distinct from middle-
boxes in that datapacketsdo not have to �o w through
them.A middleboxmayof coursealsobeapolicy box.

For instance,considerFigure 1 where Bob con-
nectsto the Internetthrougha departmentalnetwork of
an enterprise,while Alice connectsthrough an edge-
ISP. Bob's requestto initiate a �o w (the �o w descrip-
tor mentionedpreviously) is addressedsimply to al-
ice@rr.net;app=ftp;type=server. It is upto thesignal-
ing infrastructure,then,to discoverwherein thenetwork
Alice is, androutethemessageto herafter themessage
hasbeenvettedby boxes designatedby Bob's depart-
mentandenterprise,andAlice's edge-ISP.

Rendezvous in the NUTSS signaling designex-
tendstherendezvousmechanismprovidedby SIP. Each
domain, de�nedasanindependentnetwork (e.g.depart-
mentnetwork, enterprise,ISP), maintainsoneor more
policy boxesthatkeeptrackof theephemeralIP address
andport throughwhich anendpointin thatdomaincan
be reached;this ephemeraladdressmay be that of the
endpointitself, or of anotherpolicy box that may have
morespeci�c knowledge.For eachdomainconnectedto
the “public Internet”, the addressof a policy box over-
seeingthatdomainis resolvedoverDNS.Givensuchan
infrastructure,rendezvousbecomesacombinationof the
endpointregisteringits network locationwith oneof its
localpolicy boxesthatrecursively createsachainof reg-
istrationsto anoutermostpolicy box,andaresolver that
walksdown thischainof registrations.

Endpointregistrationin NUTSS involves the fol-
lowing steps.First, theendpointregistersamappingbe-
tweenits descriptorandits ephemeraladdressandport
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with a policy box for the local domain;the policy box
mayupdateabackenddatabasethatis sharedwith other
policy boxes. Next, thepolicy box registersa mapping
betweenthe endpoint's descriptorandthe policy box's
own address(or addressesof all the policy boxes for
thatdomain),with a parentpolicy box, if any. This pro-
cesscontinuesuntil theendpointdescriptoris registered
at an outermostpolicy box connectedto the public In-
ternet. For the settingsin which it is appropriate,the
endpointcandiscover a local policy box, anda policy
box candiscover its parentthroughmanualcon�gura-
tion or over DHCP. Laterwe describea moreautomatic
discoverymechanismthatworksin all settingswherethe
endpoint(or policy box) sendsa packet that is captured
at a �re wall for that (or parent)domain,which in turn
respondswith the necessarycon�guration. The whole
registrationprocesscreatesa small chain of mappings
(typically of lengthoneor two) from thepublic Internet
to theendpointthreadedthroughthepolicy boxesof the
intermediatedomains.Eachpolicy box maintainsstate
proportionalto thenumberof activeendpointsbehindit,
which is far morescalablethanper-�o w statethat �re-
walls alreadymaintaintoday. Messagesto an endpoint
areroutedthroughthis chainsubjectto domainpolicy,
which is enforcedby thepolicy boxes.

Property 3.2: The signaling infrastructure
routesmessagesto endpointsthroughpolicy
boxesdesignatedby domainson-pathbetween
thetwo endpoints.

In orderto routeasignalingmessagefrom asource
to thedestination,thesignalinginfrastructureroutesthe
messageup the chain of registrationscreatedby the
source,potentiallyacrossthepublic Internetto thedes-
tination's domain,and down the chain of registrations
createdby the destination. For example, Bob's FTP
client constructsthe �o w descriptoraddressedto Alice
(alice@rr.net;app=ftp;type=server) asillustratedear-
lier. Thisrequestis sentto Bob's localpolicy box. Since
Alice's endpointis not in thelocal domain,thebox for-
wardstherequestto its parent,theenterprisepolicy box.
The enterprisebox queriesDNS for the policy box for
Alice'sdomainandforwardsthemessageto it. Themes-
sageis receivedby Alice's ISP's policy box which �nds
Alice's local addressin its mappingtableandroutesthe
messageto the endpoint. Any policy box en routecan
refuseto forward the signalingmessageif local policy
forbidsBobfrom initiating anunencryptedFTPconnec-
tion with Alice.

Mobility: Mobility of endpointsis handledby
thesignalinginfrastructure,which createsthenecessary
gluebetweentheendpoint's locationandits “homedo-
main”. Figure 2 illustrateshow the signalingpath is
constructedfor a mobile user. In the �gure, Alice is a

Public 
Internet

Enterprise

Dept.

ISP

DNS

Rendezvous/Policy Box

Alice

Bob

Figure2: Registrationof mobileendpoints

mobileuserwho joins thenetwork while visiting Bob's
enterprise.Alice registersher endpointdescriptorwith
thelocal domain's policy box. Theenterprisebox notes
that Alice (alice@rr.net) is not a part of its domain
(acme.org) andchecksits policy whetheror not to al-
low Alice to accessthe network. If Alice is granted
access,the enterprisebox registersa mappingbetween
Alice's endpointdescriptorandtheenterprisebox's ad-
dresswith Alice's ISP'spolicy box. WhenBobcontacts
Alice, the signalingmessagemay be routeddirectly to
Alice by theenterprise's policy box (if policy permits).
Messagesfrom Alice that originateoutsidethe enter-
priseareroutedto her ISP's policy box asusual,which
thenredirectsthemessageto theenterprise's policy box
as per the mappingcreatedduring registration. In all
cases,notably, the5-tuplefor thedata�o w is negotiated
dynamically(asweexplain later),andcanthereforetake
advantageof thedirectpathbetweenthesourceandmo-
bile host.

Property 3.3: The signaling infrastructure
uses partial attribute matching for routing
messages.

Endpoints may register only a part of their
descriptor for privacy, �e xibility , and scalability
reasons. While Alice's FTP server can register
its full endpoint descriptor (alice@rr.net;app=ftp;
type=server;software=vsftpd;version=2.0.4) at a
policy box, it may chooseto hide certaindetails,such
as the software,version or even app,type, in order
to protect its privacy. Policy boxes may wish to drop
certainattributesto betteraggregate multiple endpoint
descriptorsfrom the sameuser (such as aggregating
the endpoint descriptorsfor Alice's FTP server and
webserver with a singledescriptoralice@rr.net). The
NUTSS signaling infrastructure routes messagesto
endpointsas long as the user componentis present
in eachregistration; the tradeoff for hiding attributes,
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Figure3: Registrationof multipleendpoints

however, is that the discovery processmay take longer
since multiple candidateendpointsmay need to be
contactedbeforetheright oneis identi�ed.

Policy boxes route messagesto endpointswhose
descriptorsmatchall or someof the attributeslisted in
thedestinationaddressfor themessage.If anattributeis
presentin boththedestinationaddressandtheendpoint
descriptorregisteredat thepolicy box thentheir values
mustmatchfor that endpointto be considereda poten-
tial destination.Attributesmentionedin only oneof the
destinationaddressor registereddescriptorandnot the
otherdo not remove that endpointfrom consideration,
however, endpointswith a larger numberof matching
attributes are preferred. For instance,a messagead-
dressed to alice@rr.net;app=ftp;type=server may
be routed to the endpointsregistering the descriptors
alice@rr.net;app=ftp;type=server;software=vsftpd
(match on 2 attributes), or alice@rr.net (0 at-
tributes) in that order of preference, but not to
alice@rr.net;app=web;type=server (con�ict on 1
attribute). Candidateendpointsare contactedin the
order of preference(most matching attributes �rst).
If the messageis acceptedby the destinationend-
point, an acknowledgment (ack) is sent back along
the signaling path to indicate success,otherwise a
negative-acknowledgment(nack) is sent. If a nack is
receive, the policy box tries the next candidateandso
on.

Multi-Homing: Routing based on partial at-
tributes adds �e xibility in selecting signaling paths.
In Figure 3, Alice runs an FTP server on her lap-
top connectedthrough the enterprisenetwork, and
a second FTP server on her home machine con-
nectedto the ISP network. Her home machinedoes
not wish to disclose the application running on it
and therefore registers the endpoint descriptor: al-
ice@rr.net;location=home. Alice's laptop registers
alice@rr.net;app=ftp;type=server;location=laptop

throughtheenterprisenetwork. Incomingmessagesfor
any oneof Alice's FTPservers(with attributeapp=ftp)
matchesboth entries. Alice's ISP prefersto redirect
the messagethroughthe enterprisenetwork to Alice's
laptop. If the laptop doesnot respond(nack is sent
by the enterprisepolicy box), Alice's ISP routes the
messageto the next candidate: the home machine.
Messagesaddressedspeci�cally to herhomeFTPserver
(with attributes app=ftp;location=home) match only
the�rst entryandis routedonly to thehomemachine.

3.3 Flow Negotiationand Setup

Oncethe off-path signalingpathabove is created,
the endpointsandpolicy boxesnegotiate�o w parame-
tersfor theactualdata�o w. This servesthreepurposes.
First, endpointsandpolicy boxescanauthenticateeach
otherbeforeany on-pathresourcesneedto be reserved
for the�o w. Second,thepolicy boxescanparticipatein
thenegotiation,for example,by requestingendpointsto
useencryptionfor certain�o ws. Third, thepolicy boxes
canissueto theendpoints,capabilitytokensthatcon�g-
ure data-pathelements,suchas�re walls andNATs, to
routethe�o w.

Property 3.4: Off-path signaling is usedto
discoverendpointsandnegotiate�o w parame-
ters.Capabilitytokensissuedby policy boxes
areusedto coupleoff-pathsignalingwith on-
pathsignaling. On-pathsignalingcon�gures
middleboxesthroughwhich the�o w passes.

As mentionedearlier, on-pathsignalingis neces-
sary to con�gure middleboxes to allow the impending
�o w. Differentmiddleboxesmay requiredifferent lev-
els of on-pathsignaling. Firewalls, for instance,may
requireper-packet proof that the endpointhas the re-
quiredcapabilityto sendthatpacket. NATs,ontheother
hand,requireonly per-�o w con�guration/capabilityto-
kensto createthe necessarymappingswhen an exter-
nal endpointinitiates the data�o w. In eithercase,the
policy box generatesa capabilitytokenthat it signalsto
both theendpointsalongwith instructionson whenthe
token is used;signalingthe token to both endsallows
eitherendto initiate the�o w. Theendpointspresentthe
tokensto on-pathmiddleboxesby embeddingthemin-
sidedatapackets.Consequently, middleboxesin our ar-
chitecturecanpotentiallybestateless.Middleboxesin-
terpretthe tokensin datapacketsand take appropriate
actionsto enabledata-�ow betweenthe endpoints.As
anexampleof this coupling,thepolicy box maygener-
ateanencryptedsignedcerti�cate (thecapabilitytoken)
onceoff-pathsignalinghasbeenusedto authenticatethe
endpointsandauthorizethe�o w. This tokenis signaled
to theendpoints,which embeda proof of this capability
in eachdatapacket. Firewalls in a domaindrop pack-
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etsthatdonotcontainthisproofof authorizationfrom a
policy box in thatdomain.

4 A Secure Inter net Ar chitecture

The principle of least privilege statesthat in or-
der to enhanceprotectionagainst malicious behavior,
information and resourcesavailable to a processmust
berestrictedto theminimumnecessaryto completethe
job [35]. In thecontrapositive,a(malicious)processthat
operateswith more informationor resourcesthannec-
essarycanpotentiallyabusethoseresourcesto attacka
victim. TheoriginalInternetarchitecturewasnotguided
stronglyby thisargument.It, instead,prescribesthatany
endpointbe ableto sendpacketsto any otherendpoint
regardlessof whetheror not it needsto in orderto per-
form its job.

We believe that theprincipleof leastprivilegehas
muchtoofferwith respectto Internetsecurity. Toclarify,
we certainlybelieve that applicationsshouldbe free to
communicateover theInternet.TheInternetmust,how-
ever, protectendpointsagainst�o ws thatarenot neces-
saryfor their functioning.To thatend,theNUTSSsecu-
rity architecturedisallows,by default,all �o ws initiated
unilaterally. As mentionedearlier, NUTSSdoesn't ap-
ply to publicserverswherepolicy allows anyoneto uni-
laterally initiate a �o w. Flows to privateservers,how-
ever, mustbe authorizedby all policy boxes,andend-
pointsconcernedbeforethey areallowedto succeed.

GiventheNUTSSsignalingprimitivefrom thepre-
vioussection,we now de�ne concretelytheNUTSSse-
cureInternetarchitectureasoneuse-caseof thesignal-
ing infrastructure.NUTSSrelieson policy boxesto au-
thorize�o ws, and�re walls to enforcethepolicy. A do-
main(or end-host)mayrun its own policy boxesor del-
egateto a third-partyserviceprovider; thepolicy boxes
themselvesmaybelocatedanywhere– eitherinsidethe
domain (or on the end-host)they oversee,or outside.
Firewalls aredeployedby domainsat theedgesof their
network (andby end-hostsin their OSs),but may also
bedeployedon intermediaterouterswithin thedomain.

All �o ws are turned“off by default” [15], except
for �o ws to and from policy boxes (i.e the �o ws nec-
essaryfor the signalinginfrastructure). These“on by
default” �o ws canbe selectively turnedoff whennec-
essary. Eachnew �o w is negotiatedover the signaling
infrastructure;a successfulnegotiationresultsin capa-
bility tokensfrom policy boxesthat, whenpresentin a
datapacket,allowsthe�re wall to determinewhetherthe
packet shouldbe allowed to passthrough. Altogether,
the NUTSSarchitectureoperatesby largely turning off
connectivity in the private-server Internetand thense-
lectively turningit backonwhennecessary.

Securitypolicy is de�ned in termsof theusers,ap-
plications,andhostsbetweenwhich �o wsneedto bees-

tablished.In caseswheretheOScanmanagetaints[10],
taintsappliedto applicationsbasedon datahandledcan
be conveyed throughsignaling. In addition,policy can
restrict�o ws basedon transportattributessuchasmode
andstrengthof encryption.

4.1 Network Elements

As mentionedearlier, the NUTSS securityarchi-
tecturerelieson policy boxes(P-Box)and�re walls (M-
Box) to provide security. P-Boxes form the off-path
signaling infrastructureexplained in the previous sec-
tion, andmay be thoughtof asSIP proxieswith minor
modi�cations. M-Boxesare(very simple)�re walls that
cancheckthe validity of a capability token in the data
packet, anddrop the packet if validity cannotbe ascer-
tained.NUTSSassumestheIP routingcoreandDNSin
theirpresentform. It alsoassumestheexistenceof aPKI
infrastructuresuchasIPsecandSSLcerti�cates[36], or
PGP[37] that areavailabletoday. Finally, NUTSSas-
sumesadeploymentmodelwhereadomainis connected
to theInternetthroughoneor moreISPs.

Property 4.1: NUTSScanbe deployed with
servicesand functionality alreadypresentin
theInternetandend-hoststoday.

End-hostsmay have a P-Box applicationfor han-
dling policy decisionsfor thathost,anda personal�re-
wall (availablein mostOSstoday)thatservesastheM-
Box. End-hostsmayor maynothavehardwareandsoft-
waresupportfor trustedcomputing[38], or secureop-
eratingsystems[10]. To theextent thatsuchsupportis
available,NUTSScanleverageit to provide greaterse-
curity, but it doesnot requirethis support.

P-BoxesandM-Boxesfor a domainsharea com-
mon secret. The secretis usedby the P-Box to create
unforgeablecapability tokensthat the M-Box canver-
ify. Endpoints(or morespeci�cally the end-user)have
certi�cates that can be usedto authenticatethem, ver-
ify themasa sourceof a signedmessage,andencrypt
�o wsto them.Eachdomainalsohasasimilarcerti�cate
that canbe usedto identify andsecurelycommunicate
with any P-Box for that domain. The endpoint,how-
ever, maynotnecessarilybecon�guredapriori with the
certi�catesof thedomainsvia which it connects.

4.2 Deployment

Property 4.2: M-Boxesblock all packetsthat
do not contain the necessaryauthorization.
Packets to or from P-Boxes in the samedo-
mainastheM-Box arealwaysauthorized.Er-
ror responsesto packetsblockedby a M-Box
containinformationnecessaryto discover and
contacttheP-Boxfor thatdomain.
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M-Boxesarecon�gured to dropall packetsby de-
fault exceptthoseto andfrom P-Boxesfor thatdomain.
AbsentDHCPormanualcon�guration,anendpointmay
automaticallydiscoverthelocalP-Boxby sendingadata
packet to any public addressoutsidethedomain,which
is blockedby theM-Box thatin turnrespondswith aner-
ror messagethatcontainscon�gurationinformationnec-
essaryto securelycontactthedomain'sP-Box.A P-Box
likewisecanautomaticallydiscover its parentP-Box(if
any) by sendinga datapacket, which is allowedto pass
throughthatdomain's M-Box but is blockedby thepar-
ent domain's M-Box (if any). A similar error message
allowstheP-Boxto securelycontacttheparentdomain's
P-Box.Endpointsregistertheirdescriptorwith thelocal
P-Box,which in turn registerswith theparentP-Boxto
constructthesignalingglueasexplainedin theprevious
section.

Endpoints and P-Boxes communicate over
mutually-authenticatedTLS channelsestablishedfor
eachhopof thesignalingpath. Signalingmessagesare
visible to P-Boxesalongthesignalingpath(for routing
and policy purposes).However, someportionsof the
messagemay be encryptedend-to-end(e.g. session
keys for theimpending�o w).

P-Boxes contain policy information for their do-
main. P-Boxes may optionally allow endpointsand
other P-Boxes to uploada copy of their policy infor-
mation to it so that policy may be consultedcloserto
the sourceof a message.In keepingwith the princi-
ple of leastprivilege, the default policy is to deny all
�o ws. Thepolicy informationexplicitly allowsveryspe-
ci�c �o wsto beestablished,andpotentiallyforces�o ws
to beroutedthroughvariousmiddleboxessuchasvirus
checkersetc. Endpointsinitiate �o ws by sending�o w
descriptorsoverthesignalingchannelto theremoteend-
points. P-Boxesen routeconsultlocal policy to autho-
rize or deny the �o w, and if authorized,convey policy
requirementssuchasmandatoryencryptionor useof a
middlebox.TheendpointsandP-Box,�nally , negotiate
the ephemeral5-tupleandcapabilitiesthat canbe used
for the �o w. Policy descriptionsaredescribedin detail
lateron in this section.

P-Boxesgeneratecapabilitytokensfor eachautho-
rized�o w thatallowsanM-Box to decidewhetherto let
packetsthrough. The capabilitytoken is non-forgeable
andissuedfor aspeci�c ephemeral�o w 5-tuple,andcan
potentiallyencodean expiration time or the numberof
packetsallowed. Oneexampleof a simpletoken for a
�o w is a one-way hashof the5-tuplesaltedwith these-
cret sharedbetweenthe P-BoxesandM-Boxes for the
domain. The token is conveyed to the endpointsover
a securechannel,which thensign eachpacket with it.
The signature,embeddedin the packet itself, can be
veri�ed by the M-Box. One lightweight signatureis a

1:if (from.type IS client
2: AND to.type IS server)
3: accept()
4:end
Figure4: Policy de�nition toallow onlyclient-to-server�o ws.

Action Meaning
accept() Flow authorized
deny() Flow rejected
redirect(host:port,params) Contactgivenmiddlebox
require(enc) Requireencryption

Table3: Coreactionssupportedin NUTSSpolicy de�nitions

MAC (suchas HMAC-MD5 [39]) computedover the
packet payload,sequencenumberandthecapabilityto-
ken. This signature(not the capability token itself) is
embeddedin eachdatapacketor just the�rst packetde-
pendingon the level of securityrequired. The M-Box,
upon receiving the packet, independentlyreconstructs
the capabilitytoken by computingthe saltedhashover
the 5-tuplegleanedfrom the packet andthe sharedse-
cret,andrecomputesthesignaturefrom thepacket con-
tents.If thesignaturethuslycomputedmatchesthatem-
beddedin thepacket, thepacket is allowedto pass;oth-
erwise,it is blockedandanerrormessageis sent.

4.3 Policy and Authentication

Property 4.3: Policy in NUTSS is compact
andexpressive. It matcheshigh-level �o w at-
tributesandallowsnegotiationof �o w charac-
teristics.

Policy de�nitions in NUTSS target speci�c �o ws
basedonhigh-level attributes(user, application,encryp-
tion etc.)andallow �o w propertiesto bechangedbefore
a �o w is authorized.Policy de�nitions, inspiredby the
Call ProcessingLanguage(CPL) [40], aredescribedas
simpleprograms.Considerthe policy in Figure4 that
only allows a “client” to initiate a �o w with a “server”
andno other�o ws — a policy proposedby Handley et
al. in [41].

P-Boxesapplypolicy by interpretingthepolicy def-
inition on the �o w descriptor. Thepolicy, asillustrated
above, consistsof two elements: “match operations”
(e.g. IS ) that matchspeci�c attributesin the endpoint
or �o w descriptors,and“actions”(e.g.accept() ) that
de�ne how the�o w mustbehandled.While NUTSScan
supportany numberof attributesto matchandactionsto
perform,thecoreattributesarelisted in Tables1 and2,
andthecoreactionsarelistedin Table3.

Property 4.4: Flow attributesaresecurelyau-
thenticatedbeforepolicy is applied. Various
trustmodelsaresupported.
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The P-Box must authenticatethe endpoint be-
fore it can apply match operations in policy de-
scriptions. As de�ned previously, endpoint de-
scriptorsconsistof a user component(alice@rr.net)
and a set of attributes (app=ftp;type=server; soft-
ware=vsftpd;version=0.2.4.13). The P-Box can au-
thenticatetheuserby requestingtheendpointto present
its certi�cate,or respondto aRADIUS or Kerberoschal-
lengeover thesignalingchannel.Authenticatingtheap-
plication dependson the trust modelandthe hardware
and software supportavailable at the endpoint. If the
endpointis equippedwith trustedhardware,the P-Box
canrequesttheendpointto provide anattestationchain
rootedin trustedhardware [42] that identi�es the end-
pointsoftwarestackincludingtheapplication.If trusted
hardwareis notavailablebut theend-hostoperatingsys-
temandtheend-usercanbetrusted,thentheP-Boxcan
requesttheusertoassertthattheattributesin thedescrip-
tor areaccurate.It doesso by requestingthe end-host
operatingsystemto prompttheuserfor con�rmation in-
dependentfrom theapplicationinitiating the�o w.

As an exampleof the expressivenessof policy in
NUTSS,Figure5 illustratesa policy for securelycon-
nectingto an enterpriseFTP server. The policy allows
only AcmeInc. users(line 4–5)to accesstheFTPserver
beingrun by AcmeInc. (lines1–3). Thepolicy further
requiresthatonly FTPclientsbeableto accesstheFTP
server (lines6–8). Additionally, if theuseris accessing
theserver from outsidetheenterprise,thenhemustuse
encryption(lines9–A). Finally, in all cases,�les should
beaccessedthroughaviruschecker (line B). Policy def-
initions suchas this may be written by administrators,
or to avoid bugs,begeneratedfrom high-level declara-
tive de�nitions usingtools similar to thoseexisting to-
day[43].

The policy in Figure 5 is run when an endpoint
requeststo contactthe FTP server. Upon encounter-
ing line A, the P-Box appendsthe a=enc:ssl tag to
the �o w descriptorbeing processedas de�ned in Ta-
ble2. Uponencounteringline B, theP-Boxreplacesthe
c=. . . parameterin the �o w descriptorwith c=IN IP4
clean.acme.org:8110. The P-Box also appendsthe
necessarycapability tokensto the �o w descriptorthat
additionally encodesthe huidi parameterfor the redi-
rection (line B). The new �o w descriptoris signaled
to both endpoints,both of which subsequentlyestab-
lish (potentiallyencrypted)�o ws to thevirus checker at
the provided address.The two �o ws containthe same
huidi encodedin the capability token; this allows the
viruscheckerto determinewhichtwo �o wsmustbecon-
nected.Thechecker thenproceedswith its application-
level taskwherebyit receivesFTP �le data(uploador
download)overoneof the�o ws,checksthereceived�le
for the presenceof any viruses,andif nonearefound,

1:if (to.user IS root@acme.org
2: AND to.app IS ftp
3: AND to.type IS server)
4: if (from.user NOT LIKE * @acme.org)
5: deny()
6: if (from.app NOT ftp
7: OR from.type NOT client)
8: deny()
9: if (from.location NOT internal)
A: require(ssl)
B: redirect(clean.acme.org:8110, uid())
C:end
Figure5: Policy descriptorenablingsecureaccessto anenter-
priseFTPserver

sendsit over theother�o w.

4.4 Resistanceto Attacks

The useof certi�cates, attestationchains,anden-
cryptionfor thesignalingand(potentially)thedatapath
thwartsmany standardattacksincluding impersonation
attacks,trojanattacks,andcertaintypesof man-in-the-
middle attacks. This sectiondiscusseshow the archi-
tecturedefendsagainst new attacksintroducedby the
NUTSSarchitectureitself. Dueto spaceconstraints,we
provide only a high-level descriptionof theattacksand
solutions.

Attack Model: Theattacker is ableto observe, in-
tercept,arbitrarilymodify, andinsertany packet into the
network. As aresult,theattackercansend/receivepack-
etsfrom/toany IP address,andpreventpacketsfrom be-
ing sent/receivedby legitimateend-hosts.However, the
attacker cannotcircumvent an M-Box by creatingnew
network links. Additionally, the attacker is not located
on theM-Box or P-Box.

DoSAttacks on endpoint or P-Box: Theattacker
consumesnetwork resourcesnearthevictim, or network
andcomputationalresourcesat thevictim's P-Box. So-
lution: The victim never revealsits IP addressuntil it
trusts the remoteendpointwith it; consequently, not
knowing theIP address,it is hardfor acasualattacker to
routepacketsto thevictim's bottlenecklink. If thevic-
tim'sIP addressis compromised,NUTSSallowsthevic-
tim to discardtheephemeralIP andpick anew one(and
temporarilyrevoke routingadvertisementsfor theprevi-
ousone). Alternatively, the ISPupstreamof thebottle-
necklink candeploy NUTSSto block theDoSattacker
closerto thesource.If theP-Box itself is underattack,
thenit canbereplicatedanddistributedto multiple ISPs
far away from the victim andcloseto the attacker, and
load balancedover DNS [44] or IP anycast[45]. This
allows the P-Box(es)to absorba DoS on the signaling
channelitself, while protectingthesignalingchannelto
thevictim. If theattackon theP-Box is not bandwidth
related,but rathercomputation-loadrelated,thentheP-
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Function SIPMessage
bind/listen REGISTER
connect INVITE
accept 200 OK Response
f get,setgsockopt MESSAGE (sometimes)
close BYE
send/recv/select/.. . -

Table4: Library functionsin NUTSS

Box canchallengetheattacker with crypto-puzzles[46]
over thesignalingchannel.Thismitigatestheampli�ca-
tion of processingat the P-Box requiredto verify end-
point certi�cates.

Man-In-The-Middle Attacks: The attacker at-
temptsto impersonatea P-Box to the endpointandan
endpointto the real P-Box, thusenablingit to decrypt
andobservesignalingmessages.Solution:Theendpoint
candifferentiatebetweentherealP-BoxandfakeP-Box
for a domainbecauseonly the real P-Box hasthe se-
cretnecessaryto crosstheM-Box for thedomain. The
endpointcanexploit this asymmetryby challengingthe
P-Box(realor fake) to prove thatit canaccesstheexter-
nal network, by retrieving a challengeresponsefrom a
globalpublicservice.Caremustbetaken,however, that
theendpoint's challengecannotbereplayedby thefake
P-Boxto therealP-Box.

5 Implementation

We have implementeda proof-of-conceptversion
of the NUTSS signaling primitive and NUTSS secu-
rity architectureusing off-the-shelf components,and
demonstratedits feasibility by runningunmodi�ed ap-
plicationsover it. Our implementationallows endpoints
to bind to long-termstableidenti�ers, allows endpoints
to rendezvouswith eachotherby routingsignalingmes-
sagesbetweenthemirrespective of their network loca-
tion, authenticateeachother and request�o ws, allow
such �o w-requeststo be authorizedby endpointsand
policy boxes designatedby the intermediatedomains,
negotiateencryptionfor the �o w, all while supporting
mobile endpoints(wherethe endpointmay disconnect
from thenetwork mid-�o w andsubsequentlyreconnect
at anotherlocation)without requiringany modi�cations
to applications.

We useSIP [33] for off-path signaling,SER[47]
with CPL [40] supportas the policy box for domains,
and iptables [1] as the �re wall. We useCPLEd [43],
a GUI tool, to createdomainpolicies in CPL and up-
load them to the policy box. Endpointsupportis im-
plementedas a library for Linux applications. The li-
brary consistsof 9K lines of C code and relies on a
numberof externallibrariesincludingeXosip2[48] and
OpenSSL[49]. Our library has two interfaces. The
�rst interfaceoffers NUTSS equivalentsof the socket

API including an AF NUTSS addressfamily, a sock-
addr ns socket-addressstructurethatencodestheuser's
name, domain and application's name, socket func-
tions listed in Table 4 that accept remote addresses
in the NUTSS format, and socket options (in level
SOL NUTSS) for settingencryptionparameters.In or-
der to usethis interface,applicationsmustbe modi�ed
accordingly.

The second interface to our library accom-
modates unmodi�ed applications. The library is
pre-loaded into memory (before the application is
loaded) through the LD PRELOAD functionality of
the Linux dynamic loader, that allows our library to
transparentlyhijack the libc socket calls (Table 4) in
the application and redirect them to NUTSS func-
tions. Endpointdetails(user, domain,app,encryption
etc.) are con�gured into environment variables by
the end-user. The end-user also enters specially
encodedhostnamesinto the client application (such
as ftp.server.alice.domain.org.encoded.nutss),
which are intercepted by the library when the
application calls gethostbyname. The library
decodes the name to an endpoint descriptor
(alice@domain.org;app=ftp;type=server), maps
it to a uniquekey encodedasa privateIP addressthat it
returnsto theapplication.Subsequentcallsto connect,
for example, with that IP addressare translatedto
NUTSScallsto themappeddescriptor.

Internally, both interfaceswork as follows. At
startup, applicationsbind to their descriptors,which
triggersaSIPREGISTER messageto thepolicy server;
the registration processmay involve authentication.
When a connect is called, a SIP INVITE is created
for the appropriatedestination.The messageis routed
throughthe policy box that subjectsit to policy. If ac-
cepted,thedestinationrespondswith a 200 OK that,in
its body, includesa SDPwith theaddressandport of a
newly createdTCPsocket, andwhetheror not the �o w
shouldbe encrypted.Upon receiving the response,the
sourceinitiatesa TCPconnectionto theaddress/portin
theSDP, andif required,securesthe�o w with SSL.

While SERdoesnot by itself insertcapability to-
kens,ourSERmoduleinsertsatokenastheSIPmessage
is routed.Endpointsuseexternallibrarieslibiptc andli-
bipq [1], a �re wall-interfaceinto thekernel,to intercept
the TCP packets generatedby the kernel for that �o w
andstampthemwith thetokenin theTCPheaderoption
�eld. iptables runningon intermediateboxescheckfor
thisvaluebeforeallowing thepacket.

Aside from mobility alreadysupportedin SIP, our
library allows mobility in the middle of a data-�ow. If
a �o w breaksdue to network mobility, the library can
be con�gured to notice this and block the application.
Uponrejoiningthenetwork, thelibrary re-REGISTERs
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with SIP and sendsSIP re-INVITEs for the original
�o w. Once the SIP dialog is re-established,the end-
pointsexchangeover it the application-level countsof
thenumberof bytessent/received(thatthelibrary keeps
track of), re-negotiate transportaddressesand resume
theTCP�o w. Oncethenew �o w is established,the li-
brary re-transmitsthebytesundeliveredin theprevious
�o w from a local buffer that it maintains. Con�gured
such,thelibrary providestransparentmid-�o w mobility
for streams.

We have successfullyrun a numberof applications
usingour library usingboth the interfaces.Our library
works with client-server applicationswritten to our in-
terface,aswell aswith unmodi�ed legacy applications
includingttcp, telnet,ftp, post�x andmail with varying
degreesof successdependingonthebreathof thesocket
API usedby them. We arecurrently in the processof
implementingmoresocket API functionsto fully sup-
port theseandotherlegacy applications.

Sinceoursis only a proof-of-conceptimplementa-
tion of the NUTSSarchitecture,performancenumbers
areirrelevantasthey relateonly to ourlocalenvironment
and implementation. Nevertheless,some brief com-
mentsonperformanceareworthmaking.Wefoundthat
thereis little addedlatency in establishingconnections
(less than 100ms)and no changein end-to-endband-
width (whenbuffering for mobility is disabled).This is
becausesignaling in our particularsettingonly added
one additional round-trip exchangeat �o w initiation
(INVITE and200 OK) andotherwisenegligible addi-
tionalprocessingontheendpointsandpolicy boxesdur-
ing datatransfer. In a real-world setting,however, com-
plex policy, negotiations,mid-�o w re-con�gurationsetc.
maymake signalingmoreheavy-weight. Notwithstand-
ing, we believe we have demonstratedthat NUTSS is
feasibletoday and provides a wide rangeof enhanced
functionalityto theprivate-server Internet.

6 Discussion

Thispaperrepresentsa�rst stabatacomprehensive
signaling-basedInternetsecurityarchitecture.Giventhe
breadthof the problem,and the newnessof the work,
therearelikely to bemany speci�c designdecisionsthat
aremodi�ed or overturnedaswe expandandgain ex-
periencewith our implementation.Nevertheless,webe-
lieve that thebasicapproachof combiningoff-pathand
on-pathsignaling,andof basingtheoff-pathpartonSIP,
is compelling.

Althoughthis paperfocuseson security, which we
believe is the singlemost importantproblemin the In-
ternettoday, thebasicideaof treatingIP addressesand
ports as ephemeraland non-unique,and using end-to-
endsignalingwith URIs as the meansof managing5-
tuple �o ws has applicability to a numberof Internet

problems.Thesearebrie�y outlinedbelow.
NAT Traversal: SIP is alreadyusedto traverse

UDP over legacy NATs for VoIP [50, 4], andsimilarly
could be usedto traverseTCP over legacy NATs [51].
SomeNAT boxesmodify passingSIP messagesto sig-
nal NAT addressandport assignments[52]. Finally, the
NUTSS P-Box could communicatewith the NAT box
(an M-box) to requesta NAT assignment,andcommu-
nicatethis in SIP.

Application Anycast, Multicast, Failover: SIP
canbe usedto give endpointscontrol over routing. In
caseswheremultiple endpointsregister the sameend-
point descriptor, the endpointscancon�gure the P-box
to forward the signalingmessageto any one endpoint
(anycast),all endpoints(multicast),or selectthemin a
primary-backuporder(failover).

Auditing, Billing: Whereendpointsoftwarecanbe
trusted(TPM [38]) endpointscanreportusagethrough
SIP. Whereendpointsarelesstrusted,theP-Boxcanne-
gotiatewith theendpointsto securelyuseanauditingor
billing M-Box for instancewhereeachendestablishes
secure�o ws to theM-Box. Suchmiddleboxescanthen
operateattheapplicationlayer, andaudit/bill application
functionssuchasauditIM logs,or bill videodifferently
thanvoicewith theendpointsexplicit consent.

Presence,Publish Subscribe: SIPis alreadyused
to convey userpresence(signingon,signingoff) in SIM-
PLE[53], andcansimilarly beusedfor applicationpres-
ence.Endpointscansubscribeat a P-Boxto benoti�ed
of otherendpointsjoining or leaving the network, and
provide, for instancean application-level “answering-
machine”service.

Storeand Forward: Signalingcanbeusedto pro-
vide an email-like storeand forward servicefor appli-
cations.While SIPdoesnot do this currently, it canbe
modi�ed to allow theP-Box to accepta signalingmes-
sageon behalf of an endpointin its absence.The P-
Box canlaterforwardthemessageto theendpointwhen
it joins the network without any intervention from the
sourceof themessage.

7 Summary

In this paper, we proposeNUTSS,anoff-pathand
on-pathsignalingapproachthat takesinto accountboth
endpointand network policy. We designan architec-
turefor NUTSSthatexploitsandextendsSIP, andshow
how it works to provide Internet security. We have
implementedNUTSS and demonstratedit to be feasi-
ble and far more functional than the existing IP ad-
dress/DNS/portarchitecture.We alsoexploreothernet-
work functionality that our architecturemakes possi-
bleincludingmobility, multi-homing,bridgingdisparate
networking technologies,indirection,andbilling. There
is a tremendousamountof work still to bedone. Fore-
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mostamongtheseis to write a completespeci�cation,
implementthat spec,andstartgaining experiencewith
realapplicationsover NUTSS.Much of theprocessfor
this must include a wider communityof contributors,
perhapsthroughan IETF or IRTF working group. As
always,thedevil is in thedetails,andour partialproof-
of-conceptimplementationnotwithstanding,there are
many details to be worked out. Nevertheless,we be-
lieve that thebasicapproachof combiningoff-pathand
on-pathsignaling,andof basingtheoff-pathpartonSIP,
is compelling.
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