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Abstract

The current model for o w establishmentin the Inter net:
DNS Names,IP addressesand transport ports, is inade-
quate. Not all of the problem is due to the small IPv4 ad-
dressspaceand resulting NAT boxes. Even where global
addresse®xist, r ewallscannot gleanenoughinformation
about a ow from packet headers,and so often err, typ-
ically though not always by being over-consewative: dis-
allowing o ws that might otherwise be allowed. This pa-
per presentsa novel architecture, protocol design, and
implementation, for secue ow establishmentin the In-
ternet. The architecture, called NUTSS, takes into ac-
count the security policies of both endpoints and network
providers. NUTSS usesURIs for naming machines, ap-
plications, users,and o ws, and usessignaling protocols
to authenticate and authorize the high-level named o ws,
and subsequentlybind them to ephemeral IPv4 (or IPv6)
5-tuple data ows. Combined with recentNAT traversal
techniques,NUTSSworks with IPv4 and reducesthe need
for IPv6. This paper analyzesmodem security require-
ments,describesNUTSSand how it leadsto a secur Inter -
net, describesour prototype implementation, and outlines
other bene ts of NUTSS, including mobility, indir ection,
anycastand multicast, and billing .

1 Intr oduction

The POSIX socletsinterfacede nesthe corenet-
working servicesofferedby a wide rangeof OS's — in
otherwords, the OS network servicesthat an applica-
tion developercandependnbeingavailable. The sock-
etsinterfaceoriginally offereda small setof critical ser
vices:

Provide long-termstableuserfriendly namesand
(non-usetfriendly) addressegso identify specic
applicationsrunning on speci ¢ machines(DNS

names]P addressesndports).
Provide the ability to transmitandreceve a stream

of bytes(TCP)or datagramgUDP) to andfrom the
identi ed applications.

Overtheyears this minimal setof serviceshasde-
teriorated.Becauseherearent enoughlPv4 addresses,
notall machinesanbeidenti ed, orif they cantheiden-
tities areoftenephemerallPv6 aimsto solve this prob-
lem by providing moreaddressesvenwith IPv6, how-
ever, becausef rewalls it may still not be possibleto
transmitor receve pacletsto/from a givenmachineand

application.Thisis of courseafeaturenotabug, atleast
in themind of the re wall operatorandsuggestshatthe
original small setof servicesprovided by the network,

andmadeubiquitouslyavailablethroughthe socletsin-

terface,is inadequatén today's hostilenetwork erviron-

ment.

In this paper we arguethatthe network andOSin-
terface should be extendedto include a network ACL
(AccesControlList) service. Towardsthis end,this pa-
per contritutesan architectureprotocol,andinitial im-
plementatiorfor sucha service. Creatingthis service,
however, is nota matterof simply standardizingan API
thatmalkescurrentpersonalre wall technology1, 2, 3]
availableatthesocletsinterface. Therearebroadlytwo
reasongor this:

First,it isn't enoughto lter pacletsinsidetheend-
point's OS.Theendpoint(applicationor user)maywish
thatcertainpaclets(for instancea DoSattack)notreach
its network interfaceor eventhe ISP accesdink. In ad-
dition, theendpointis notthe only partythathasa stale
in how pacletsare Itered. The network provider may
alsohave an ACL policy for the network. Furthermore,
the network provider's policy may differ from the end-
point's policy. Thus, endpointsand elementsdeepin
the network mustbe able to work togetherto provide
a safer morecontrollablenetwork service,andthe net-
work ACL architecturemustallow for this.

Second current(IPv4) or planned(IPv6) network
protocolsdon't provide adequatesemanticsor mecha-
nismsfor a network ACL service.Amongotherthings,
IPv4 addressearenot globally unique,IPv6 addresses
canbebut arelikely to be ephemerain practice neither
of themareuserfriendly, the port numberdoesnot ade-
guatelyidentify theapplicationatnetwork re walls,and
the DNS servicedoesnot understanagenoughaboutthe
gueryinguserorimpendingapplicationto know whether
or how to answera query

At the centerof our architecturds the useof URIs
for namingmachinesapplicationsusersand o ws,and
theuseof signalingprotocolsto authenticatendautho-
rize the high-level named o ws, and subsequentlyind
themto ephemeralPv4 (or IPv6) 5-tupledata o ws. In
doing this, we eliminatethe needfor permaneniP or
portassignmentfor non-publicservercommunications.
Signi cantly, in light of recentadvancesn NAT traver



sal[4, 5], we eliminatethe needfor globally uniquelP
addressedn otherwords,notonly is IPv6 notadequate
for access-controlleglobal communicationsijt is not
evennecessary

Note that the idea of using URIs andsignalingto
richly namea o w andsubsequentlyindit to a 5-tuple
is not new: the Sessionlnitiation Protocol (SIP) does
this todayfor VoIP o ws. Our architecturehearily ex-
ploits SIB, enhancingt slightly to work for all typesof
applicationsnotjustmedia.We combinethiswith anew
simpleon-pathsignalingmechanisnusecto provide the
credentialieededy re wallsto allow o wsto pass.

This architectureis called NUTSS, for its con-
stituent components:NATs, URIs, Tunnels, SIR and
STUNT. In additionto the abore security-orientedon-
tributions,this paperoutlineshow NUTSSmaybe used
to provide additional features, such as user and de-
vice mobility, sitemulti-homing,asynchronoumessage
passingandgatevay serviceto othertypesof networks
suchasIPv6 or specializedsensomnetworks.

Altogether this papemakesfour contritutions. (1)
We broadlyanalyzelnternetsecurityrequirementstak-
ing both endpointand network policiesinto consider
ation in x2. Basedon this, we are, to the best of
our knowledge, the rst to proposefor this purpose
a combined off-path and on-path signaling approach
— NUTSS. (2) We designan architecturefor NUTSS
which exploits andextendsSIR andshav how it works
to provide Internetsecurityin x3 and x4 respectiely.
(3) We describea proof-of-concepimplementationof
NUTSSIn x5. (4) We outline how NUTSShelpssolwe
a broadrangeof network problems,including mobility,
multi-homing, bridging disparatenetworking technolo-
gies,indirection,andbilling in x6.

2 Securityin the Inter net

Theend-to-encagumentstateghatthe higherlay-
ers(end)cannotfully dependon thelower layers(mid-
dle) to provide functions such as error recovery and
security and thereforemust itself provide thesefunc-
tions [6]. As aresult,it may be redundantand inef-
cientto provide thesefunctionsin themiddle,andthere-
fore doing sois justi ed only asperformancesnhance-
ments.The original securityarchitectureof the Internet
wasstronglyguidedby this agument.It prescribeghat
almostall securityis bestprovided by theends,andthat
very little “performanceenhancementtan be had by
doing securityin the middle. In otherwords,the func-
tion of the network is to deliver paclets regardlessof
whetheror not they aredesiredby the end. It is up to
the end(the receving host's OS andapplication)to de-
terminewhetheror not to drop a givenreceved paclet.
The E2E argumentled to a protocoldesignfor connec-

tion establishmenthamelythe address/ponnodel,that 5

intentionallyprovidesvery little informationto the mid-
dle aboutwhatis happeningttheends.

We believe that this agumenthasnot faredwell
with respecto Internetsecurity andthatthe prolifera-
tion of re wallsandothersecurity-orientedniddleboxes
is symptomaticof this. To be clear we certainlybelieve
that the endis the appropriateplacefor mostsecurity
The middle must,however, play a larger role thanorig-
inally anticipated,andthe Internetprotocol designhas
madeallowing this dif cult.

The problemswith the pure E2E modelof security
are asfollows. First, it doesnot protectagainst DoS
attacks. This problemalonedictatesthat theremustbe
somewayfor themiddleto lter paclets,ideallyasclose
aspossibleto the attacler. In somecasescontrol over
this Itering might be at or nearthe receving end. In
othercasessuchaswherean ISP wishesto protectit-
self or customerghat are affectedby the attackbut not
directly underattack,the middle may controlthis lter -
ing [7].

The secondproblemwith the pure E2E model of
securityis thatit is dif cult to fully secureall endhosts.
Take, for instance,a typical enterprisenetwork. The
end-userghemseles are at bestincapableof securing
their end-hostsand at worst are hostile to the policies
of the enterprises IT department.It is up to IT, then,
to securgheendsystems.T canattemptto do sowith
an arsenalof tools, suchas software installation pack-
ages[8], andend-hostre walls andvirus checlers|[3].
Any error in this processhowever, may leave one or
more end-hosts/ulnerableto attack. A rewall at the
enterprises gatevay senesasa rst line of defenseto
guardagninstary weaknessei end-hossecurity

Relatedto the secondproblemis the casewhere
the middle hasa legitimate stale in controlling paclet
o ws, but haslittle or no direct control over end-hosts.
For instance,in someervironments,suchas a univer
sity campus]T cannotdirectly controlwhatOS or soft-
wareis installedin end-hostgthoughthey may be able
to enforceusageof a virus scanner).Anotherexample
is whereanISP's customersend-hostareinfectedwith
softwarethatdeliversSFAM, thusloadingthe ISP's net-
work. The ISP hasa legitimate reasonfor wanting to
preventthosepaclet o ws.

Securityin the middle hasevolvedin adhocways.
A classof boxeshave beendevelopedthatallow themid-
dle to disallov specic ows, steer o ws to alternate
endpointsandroute o ws over encryptedtunnels. We
generallyreferto theseboxesas middleboxes

The problemswith the existing model of deploy-
ing middleboxsareasfollows. First, middleboxeshave
very little informationabouta o w whendecidingonits
outcome.Considey for instancehow a re wall works.
It must decidewhetheror not to block a ow based



largely on the rst paclet. To do otherwisewould not
protectagainstDoS attacksor single paclet vulnerabil-
ities [9]. It is upto the re wall, then,to infer whethera
o w is maliciousbasedargely onthe IP addressegort
numbers,and contentof the paclet. Firewalls provide
securityto the extent that this informationis sufcient
for the re wall to identify theintentof the senderappli-
cation,but thatis notalwaysthecase Userscanhave dy-
namicor non-uniqudP addresse@DHCRE NAT), appli-
cationscanrunon non-standargorts,and o w contents
canbeencrypted.Consequentlymiddieboxestodayerr
onthesideof cautionandoftenblockunmaliciouso ws.

The secondproblemwith existing middleboesis
that they are often forced to act unilaterally without
consultingthe end. IP/TCP/UDPalonedoesnot allow
middleboxesto negotiatewith the endpointhowv a ow
shouldbe handled. Firewalls, for instance cannotask
theintendeddestinationwhetheror notit is preparedo
handlea particular o w without rst allowing the (po-
tentially malicious) o w to succeed.

Onemight ask— whatwould it take to do security
betterin the Internet? This leadsto somebasicques-
tions. Who needsto beinvolved in providing security:
the end, the middle, both? What information needsto
be known about o ws, whenandby whont? And, how
is this informationdisseminated7he remaindeof this
sectionconductsa thought-e&perimentto answerthese
guestionsandevaluateshow existing andproposedn-
ternetarchitecturestackupin this context.

2.1 Who needsto beinvolved?

Broadly speaking,ary endpointor network that
carriesa 0 w may potentiallyhave a sayin whetherthe
ow is allowed. Endpointstypically allow o ws from
certainremoteendpointsanddisallov o wsfrom others.
In anenterprisegndpointanay delegatesomepolicy to
theenterprises IT departmentThelT departmentnay,
in addition,have mandatorypolicy thatprotectsthe en-
terprisenetwork andendpointfrom othercompromised
or hostileendpointonthe (public) Internet.IT mayfur-
ther needto delegate DoS-relatecholicy to the ISP up-
streamof the enterprises bottlenecHink to thelnternet.

In general both endpointsandary network on the
data-pathmay have policy governinga ow. In some
casesthe policy atthe endmay reinforcethe policy in
themiddle,while in othercasesit maycon ict. In prac-
tice, however, thefartheronemaovesawayfromtheend,
thelessonehasto sayaboutthe o w.

2.2 What needsto be known?

Policy is typically de ned in termsof usersand
applicationsandaimsto restrictnetwork useto autho-
rized endpointsor placespecialrequirement®n o ws.
For instance, physical accessor Virtual Private Net-

works(VPN) areusedto authorizeusergoday re walls
performport-basedltering to restrictapplicationsand
servicesare con gured to respondonly over Transport
LayerSecurity(TLS). We formalizethisdefactoexpres-
sivenes®f policy todayby de ning its components.

Policy consistsof thefollowing two elementsThe
rst matchesspeci ¢ o wsthatthepolicy refersto. The
seconcklemenbf policy determinesiowv matchedo ws
aretreated.As an exampleof matchingpolicy to ow,
policy maybede nedfor o wsthatareunencryptednd
crossthe public Internet. Anotherexamplemay be pol-
icy for o wsfrom aparticularuserandapplication.The
lessa middlebox hasto guessabouta o w, the more
preciselyit cantamgetjusttheright o ws andthelessit
needsto err on the side of cautionby restrictingother
o ws. To thatend,thefollowing informationis usefulto
themiddleboes.

Endpoint Identity - includesnotonly theapplica-
tions at which a o w originatesor terminatesput
also the usersand the boxes running the applica-
tions. Endpointidentity canbe usedin policy to
target o ws to or from speci ¢ individuals, appli-

cations hosts,or acombinationof thethree.
Transport Attrib utes- areprotocol-level proper

tiesof a o w suchasmodeandstrengthof encryp-
tion, choiceof accesdink, bandwidthrequirements
etc. Policy canbewrittento tageta o w basedon
the requirementghe o w placeson the network,
andthe level of securityand con dentiality that it

provides.
Data Attrib utes- arelabelsandtaintsappliedto

the endpointsestablishinga ow. OperatingSys-
tems, such as Asbestog[10], assigntaintsto ap-
plicationsbasedon dataaccessedby the applica-
tion. Declaringthis taint allows policy to differen-
tiate between o ws from an applicationthat may
have accesseaon dential datafrom applications
thathave not.

Regardingthe secondelementof policy, determin-
ing how matched o ws aretreated,middleboxestoday
have the capabilityto block o ws, steer o ws to alter
natedestinationsapply bandwidthcaps,encapsulate
o w insidesecureaunnelsjog andaudit o ws,andeven
scrub o wsto remove viruses.Theseactionscanbesep-
aratednto two classes.

Flow Steering- wherethepolicy redirectshe o w
to an alternatemiddleboxfor processing.This in-
cludesa re wall thatmayblockthe o w, acaching
proxy that may respondto the ow from aninter
nalcachepr avirus checlerthatmaytransparently
scrubthe o w free of virusesandallow it to con-
tinue.



Transport Modi cation - wherethe policy mod-
i es the transportattributesof the ow. This in-
cludespolicy routingover a VPN tunnel,applying
traf c shapingmeasurego protectagpinstDDoS,
and using NATs to hide the private transportad-
dress.

Both endpointsandthe middle networks that have
policy regardinga o w mustbe ableto preciselymatch
o ws that the policy tamets, and take appropriateac-
tion. The next-generatiorsecurenternetshould,in our
opinion, supporthigh-level policy de nitions (usersand
applicationsnot IP addresseand ports) and explicitly
supporttherich setof actionsthatmiddleboxescantake
today

2.3 When and how are o w details known?

Thereis tensionbetweerproviding all theinforma-
tion neededo matchpolicieswith o ws on onehand,
andpreservingorivagy ontheother Forinstanceto help
preventDoS attacksanendpointmay wish to withhold
its IP addresauntil it hasdeterminedhatit truststhere-
moteendpointwith thatinformation. As anotherexam-
ple,a ow initiator may wish to remainanorymousby
notproviding anameandby steeringts pacletsthrough
ananorymizing middle box. The o w recipient,on the
otherhand,mayrefuseto acceptanorymous o ws.

2.4 RelatedWork and Inter net Security Today

“In the Internet,you cannotlock your doors.
Soyoudothenext bestthing— youssit behind
the doorwith a shotgur. [11]

As alreadymentioned,one weaknesof the E2E
security architectureis that IP addressesre publicly
routableand anyone canlauncha DDoS attackknow-
ing the tamget's IP address. Furthermore,arnyone can
learn the target's IP addressover DNS; recursionand
cachingprevent the DNS sener from controlling who
learnsthetaget's IP. SeveralDDoS solutionshave been
proposedandimplemented.Akamai keepsthe tamget's
IP secretby usingDNS to redirectusersto a distributed
cache[12]. Akamai's solutionamountsto security by
obscuritywhereif thetarget'strue IP addresss everre-
vealed,t canbeattacleddirectly. Riverheadallows en-
terprisesand ISPsto deploy on-path re walls that use
heuristicsto mitigate a DDoS attack[7]. Many pro-
posedsolutionsto the DDoS problem,including Push-
back[13], AITF [14], Off-By-Default [15], SIFF [16],
Capabilitieg17], SOS[18], andMayday[19] con gure
upstreamroutersto drop attacktrafc from unwanted
sources. Theseapproachesely on the expressieness
of the o w 5-tupleto distinguishgoodtrafc from bad.
In the presencef multiple userson the samehost, dy-

namiclP allocation,NATs, andapplicationgunningon 4

non-standargortsthe5-tupleis ephemerall20, 21], and
policy de ned on 5-tuplesseneslittle purposevhenthe
sametuple canbe maliciousor unmaliciousat different
times. Consequentlytheseapproachesometimesun-
necessarilyblock unmalicioustrafc thatis misclassi-
ed (or generalizedasmalicioustrafc, ordonotblock
all malicioustrafc.

The other weaknessin the E2E security model
mentionedearlieris that not everyonewho hasa stale
in securityis empaveredto provide that security In
this model, the middle haslittle sayin what o ws are
allowed and mustrely completelyon the endpointsfor
the protectionof the endpointand the network itself.
In selectscenarios,in an enterprisefor example, the
IT departmentcan enforcethis control over the ends
throughsoftwareupdateandcon guration management
tools like Marimba [8]. In other cases,suchas with
DoA [22], endpointscanexplicitly invoke securityser
vicesprovided by the middle. Suchsolutions,however,
do not protectagainst maliciousor compromisedend-
pointsthatmaypreempthelT departmensg controland
alusethe network. An alternatesolutionis wherethe
middle exerts direct control on o ws with the help of
an on-pathmiddlebox. While middleboxes protectthe
network againstuncooperatie endpointsthey facethe
aforementionegroblemswhich we repeathere: re-
walls mustinfer malicebasedargely on the 5-tuple,D-
WARD [23] infers malice basedon deviations from a
“normaltraf c model”,NATs protectonly againstdrive-
by intrusionsfrom theoutside andVPNscannotauthen-
ticate remoteusersthat are not VPN members. Ulti-
mately suchmiddle-onlyapproachethatcannotexplic-
itly negotiatetheintentof the o w with theendpointrely
on heuristicsandpotentiallyblock unmalicious o ws.

Protocolssuch as UPnP [24] and Midcom [25]
wherethe endpointcan explicitly requesta middlebox
to perform someaction, are designedo provide some
coordinationbetweemmiddleboxesandendpoints Such
requestshowever, cannotbe madeby the middleboxor
the remoteendpoint. Middleboxes,for instancecannot
challengethe endpointsfor authorizationfor arbitrary
o ws, nor forcethe endpointgo useencryption.

Several otherInternetarchitecturesiave beenpro-
posedthatweanaway from 5-tupleaddressingndend-
only control. TRIAD [26], IPNL [27], andthe i3 ser
vice [28] routebasedon URLs, FQDNs,and at identi-
ers respectiely. Selneff29], Plutarchj30], AVES[31],
and Metanet[32] view the Internetas a collection of
realmswhereinterrealmelementgthe middle) helpin
endpointresolution.In orderto provide secureconnec-
tivity in the Internet,we believe the middle must play
ayetlargerrole in helpingnegotiate o ws throughnet-
works betweerendpoints.



Altogether we believe thatinvolving the middlein
providing securityis imperatve, andto that end, end-
points and middleboxs must be able to coordinateto
setup ows. In the following sectionwe describean
Internetsignalingprimitive that allows the endandthe
middleto coordinatesuch,andin x4 we describehow a
securdnternetarchitectureeanbeconstructedisingthis
signalingprimitive.

3 NUTSSSignaling Primiti ve

Thediscussiorin theprevioussectionsuggestshat
an “exchangeof information” (i.e. signaling)between
endpointsand middleboyes musttake placebeforeap-
plicationdatapacletscan o w betweerendpoints.This
signalingallows the middle andtheendsto allow or dis-
allow ows aswell as neyotiate the characteristicof
the o ws. Noting thatary signalingprimitive is heavy-
weight, at leastcomparedto no signaling, we should
re-statethat the signalingdescribedhereis not meant
to applyto public seners. DoS attacksaside accesgo
publicsenersis supportedvell by thelighter-weightad-
dress/port/DN$nodel. Ratheroursignalingprimitiveis
meantfor situationswherethe endpointandits associ-
atednetworks have somepolicy or anotherthatrestricts
accesdo theendpoint.

The NUTSSarchitecturesupportsnot onebut two
signalingmodes: an off-path modeand on-pathmode.
By off-path, we meanthatthe signalingmessageake a
differentpath throughthe network thanthe pathtaken
by the (application)datapaclets. The primary bene t
of off-path signalingis the e xibility it offersin where
to placefunctions. For instance this allows a network
administratotto centralizeits re wall andothersecurity
policies,andto placethemfaraway from theactualend-
networks and end-hostgo which thosepolicies apply
This is important,for instancejn a default-of commu-
nicationssetting,becauset preventspotentially hostile
o w initiatorsfrom gettingtheir pacletsanywhereclose
to thetarget (victim) host.

On-pathsignalingis required,on the other hand,
becauseultimately it is necessarfor elementsin the
data-path(middleboxs) to know aboutan impending
data ow. Firewalls needto passthe approsed o ws,
routersmay needto resene resourcedor the o ws or
steerthemin certainways (towardsa virus checler, for
instance)andsoon. An off-path protocolalonecannot
do this, so our designalso exploreshow to couplethe
off-path and on-pathportionsof the o w establishment
problems.

Fortunately therealreadyexists a matureoff-path
signalingprotocolin the form of the Sessionnitiation
Protocol(SIP)[33]. SIPis asignalingprotocolfor initi-
atinginteractive multimediasessionsuchasvideoand
voice over the Internet. SIP enablesa powerful set of

Attribute ExampleValues
(usercomponent)| user@domain.org

app ftpjmailjweb;. ..

type clientjserverjpeer
software vsftpjsendmailj ref 0xj. . .
version 2.14.3

location homejof ce jlaptop;j. . .

Table 1: Core elds in endpointdescriptors

features:mobility, rich namingof usersandendpoints,
discovery, theability to negotiatedifferentprotocols,n-
dependencé&om underlyingtransportandthe creation
of infrastructureto supportit all. We have found that,
with minor enhancement§IP doeseverythingwe need
for establishingdata o ws. This is not surprisingbe-
causeSIPis designechotto offer a speci ¢ service but
ratherasa setof primitivesover which servicescanbe
built. Add to this the factthatthereis an extensve and
growing SIP infrastructureand expertise,and we nd
that SIP is anideal primitive uponwhich to build a se-
curelnternetarchitecture.

In this section we describethe design of the
NUTSSsignalingprimitive. ThoughNUTSShasanum-
berof bene ts (we discusssomeof themin x6), we use
the problemof designinga securelnternetarchitecture
as our running example. We discussour designof a
securelnternetarchitecturein Section4 to concretely
illustrate hov NUTSS meetsthe securityrequirements
identi ed in theprevioussection.

3.1 Namesand Descriptors

Endpointsn NUTSSareidenti ed by rich descrip-
tors that encodehigh-level information including the
user application,and host. Flows in NUTSS are also
identi ed by rich descriptorghat include certainly the
sourceanddestinatiorendpointshut alsotransportand
dataattributessuchasencryptionandtaints. The useof
high-level descriptorssimpli es policy de nition by re-
moving ephemeraklementsrom the namesuchas|IP
addresseandportnumberslt alsomakesnaminginde-
pendenbf the underlyingnetwork, thusallowing anin-
ternetthatsupportamultiple network types(IPv4, IPv6,
sensomets,etc.)

The actualencodingof an endpointin NUTSS is
through SIP URIs. URIs in SIP contain a re-
quired user componentthat looks like an email ad-
dress,followed by a numberof key=value attributes
(e.g.bob@acme.org;app=ftp;type=client). The URI,
in this case, identi es the user (bob), the domain
(acme.org), the application(app=ftp), andthe type of
endpoint(type=client). While any numberof key types
canbede ned, Tablel lists the coreendpoint-attribites
understoody NUTSS.

Flow descriptorsin NUTSS are encodedas SIP



Attribute ExampleValues

To alice@rr.net;app=ftp;type=server
From bob@acme.org;app=ftp;type=client
Protocol m=data ftp tcp

AddressandPort | c=IN IP4 128.84.223.109:32524
Encryption a=enc:ssljipsec;. ..

Taint a=taint:bob.con dential

Table2: Core elds in o w descriptors

headersand SDP [34] extentscarriedinside SIP mes-
sages.SIP headerelds suchasTo: andFrom: con-
tain the SIP URIs encodingthe endpointdescriptorgor
the destinationand sourcerespectiely. The body of
the SIP message&ontainsa SessiorDescriptionProto-
col (SDP)elementhatencodeso w speci ¢ parameters.
The SDPformatis usedto encodethe IP addresseand
ports,modeandstrengthof encryption taintscarriedby
the ow etc. While ary numberof o w-attributescan
be de ned, Table2 lists the core o w-attributesunder
stoodby NUTSS. As anexampleof a o w descriptor
anunencryptedo w from Bob's FTP client, which has
accessedatacon dential to Bob,to Alice's FTP sener
is encodedasfollows.
To: alice@rr.net;app=ftp;type=server
From: bob@acme.org;app=ftp;type=client;
software=ftp;version=0.17

m=data ftp tcp

c=IN P4 128.84.223.109:32524
a=enc:none
a=taint:bob.confidential

Property 3.1: Descriptorsin NUTSS are
long-termstable,network-independentuser
friendly, rich descriptionsof the endpointor
oW.

By design.endpointdescriptorsaareindependenof
the network locationof the endpoint,andthussene as
long-termstableidenti ers. Flow descriptorsare con-
structedmostlyby thesourceapplicationwith somehelp
from the user For instancewhenBob instructshis FTP
client to contactAlice's sener, he simply providesal-
ice@rr.net to theapplication.The FTPapplicationthen
appendsts own app,type,software,version attributes
to Bob's identity (learnedfrom an ervironment vari-
able), appendghe app,type of the remoteendpointit
wishesto contactto Alice's identity (given by Bob),
andappendsheencryptionsettinggbasederhapona
drop-davn optionselectabldy Bob). Consequentlythe
destinatiori'name” suppliedby the useris userfriendly
andstable(justlike anemailaddress)Overall, descrip-
torsin NUTSSare e xible representationsf endpoints
and o ws. 6
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Figure 1: Endpointregistrationandpolicy boxes

3.2 Routing Signaling Messages

Signalingmessageare addressedo endpointde-
scriptorsandareroutedby the signalinginfrastructure.
Added is the constraintthat signaling messagesnust
visit abox designatedy intermediatenetworksthathas
securitypolicy thatmayeffectthemessageTheseboxes
are called policy boxes, and are distinct from middle-
boxesin that datapacletsdo not have to o w through
them.A middleboxmay of coursealsobeapolicy box.

For instance,considerFigure 1 where Bob con-
nectsto the Internetthrougha departmentahetwork of
an enterprise,while Alice connectsthrough an edge-
ISP Bob's requestto initiate a ow (the ow descrip-
tor mentionedpreviously) is addressedsimply to al-
ice@rr.net;app=ftp;type=server. It is upto thesignal-
ing infrastructurethen,to discoserwherein thenetwork
Alice is, androutethe messag¢o herafterthe message
hasbeenvettedby boxes designatedy Bob's depart-
mentandenterpriseandAlice's edge-ISP

Rendezwous in the NUTSS signaling design ex-
tendstherendezwusmechanisnprovided by SIP Each
domain de ned asanindependentetwork (e.g.depart-
mentnetwork, enterprise JSP), maintainsone or more
policy boxesthatkeeptrackof theephemeralP address
andport throughwhich an endpointin thatdomaincan
be reachedhis ephemerabddresanay be that of the
endpointitself, or of anotherpolicy box that may have
morespeci ¢ knowledge.For eachdomainconnectedo
the “public Internet”, the addressf a policy box over-
seeinghatdomainis resohedover DNS. Givensuchan
infrastructurerendezwusbecomesicombinatiorof the
endpointregisteringits network locationwith oneof its
local policy boxesthatrecursvely creates chainof reg-
istrationsto anoutermospolicy box, andaresoherthat
walksdown this chainof registrations.

Endpointregistrationin NUTSS involves the fol-
lowing steps First, theendpointregistersa mappingbe-
tweenits descriptorandits ephemerahddressandport



with a policy box for the local domain;the policy box
may updatea baclenddatabas¢hatis sharedwith other
policy boxes. Next, the policy box registersa mapping
betweenthe endpoints descriptorandthe policy box's
own addresqor addresse®f all the policy boxes for
thatdomain),with a parentpolicy box, if any. This pro-
cesscontinuesuntil theendpointdescriptoris registered
at an outermostpolicy box connectedo the public In-
ternet. For the settingsin which it is appropriate the
endpointcandiscover a local policy box, anda policy
box candiscover its parentthroughmanualcon gura-
tion or over DHCPR Laterwe describea moreautomatic
discovery mechanisnthatworksin all settingsvherethe
endpoint(or policy box) sendsa paclet thatis captured
ata rewall for that (or parent)domain,which in turn
respondswith the necessarygon guration. The whole
registrationprocesscreatesa small chain of mappings
(typically of lengthoneor two) from the public Internet
to theendpointthreadedhroughthe policy boxesof the
intermediatedomains. Eachpolicy box maintainsstate
proportionatto the numberof active endpointdehindit,
which is far more scalablethanper o w statethat re-
walls alreadymaintaintoday Message$o anendpoint
areroutedthroughthis chainsubjectto domainpolicy,
whichis enforcedby the policy boxes.

Property 3.2: The signaling infrastructure
routesmessages$o endpointsthrough policy
boxesdesignatethy domainson-pathbetween
thetwo endpoints.

In orderto routea signalingmessagérom asource
to the destinationthe signalinginfrastructureroutesthe
messageup the chain of registrationscreatedby the
source potentiallyacrosghe public Internetto the des-
tination's domain,and down the chain of registrations
createdby the destination. For example, Bob's FTP
client constructghe o w descriptoraddressedo Alice
(alice@rr.net;app=ftp;type=server) asillustratedear
lier. Thisrequests sentto Bob'slocal policy box. Since
Alice's endpointis notin the local domain,the box for-
wardstherequesto its parentthe enterpriseolicy box.
The enterprisebox queriesDNS for the policy box for
Alice'sdomainandforwardsthemessag#o it. Themes-
sageis received by Alice's ISP's policy boxwhich nds
Alice's local addressn its mappingtableandroutesthe
messageo the endpoint. Any policy box enroutecan
refuseto forward the signalingmessagef local policy
forbidsBob from initiating anunencrypted=TP connec-
tion with Alice.

Mobility:  Mobility of endpointsis handledby
the signalinginfrastructurewhich createghe necessary
glue betweenthe endpoints locationandits “home do-
main”. Figure 2 illustrateshow the signaling path is

constructedor a mobile user In the gure, Alice is a 7
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Figure 2: Registrationof mobileendpoints

mobile userwho joins the network while visiting Bob's
enterprise.Alice registersher endpointdescriptorwith
thelocal domains policy box. The enterprisébox notes
that Alice (alice@rr.net) is not a part of its domain
(acme.org) andchecksits policy whetheror not to al-
low Alice to accessthe network. If Alice is granted
accessthe enterprisebox registersa mappingbetween
Alice's endpointdescriptorandthe enterprisebox's ad-
dresswith Alice's ISP's policy box. WhenBob contacts
Alice, the signalingmessagenay be routeddirectly to
Alice by the enterprises policy box (if policy permits).
Messagedrom Alice that originate outsidethe enter
priseareroutedto herISP's policy box asusual,which
thenredirectshe messagéo theenterprises policy box
as per the mappingcreatedduring registration. In all
casesnotably the 5-tuplefor thedata o w is negotiated
dynamically(aswe explainlater),andcanthereforetake
advantageof thedirectpathbetweerthesourceandmo-
bile host.

Property 3.3: The signaling infrastructure
uses partial attribute matching for routing
messages.

Endpoints may register only a part of their
descriptor for privags, exibility, and scalability
reasons. While Alice's FTP sener can register
its full endpoint descriptor (alice@rr.net;app=ftp;
type=server;software=vsftpd;version=2.0.4) at a
policy box, it may chooseto hide certaindetails, such
as the software,version or even app,type, in order
to protectits privagy. Policy boxes may wish to drop
certainattributesto betteraggrgate multiple endpoint
descriptorsfrom the sameuser (such as aggreating
the endpoint descriptorsfor Alice's FTP sener and
webserer with a single descriptoralice@rr.net). The
NUTSS signaling infrastructure routes messagesto
endpointsas long as the user componentis present
in eachregistration; the tradeof for hiding attributes,
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Figure 3: Registrationof multiple endpoints

however, is that the discorery processmay take longer
since multiple candidateendpointsmay needto be
contactedeforetheright oneis identi ed.

Policy boxes route messages$o endpointswhose
descriptoramatchall or someof the attributeslisted in
thedestinatioraddresgor themessagelf anattributeis
presenin boththe destinatioraddreseindthe endpoint
descriptomregisteredat the policy box thentheir values
mustmatchfor thatendpointto be considereda poten-
tial destination Attributesmentionedn only oneof the
destinationaddresor registereddescriptorand not the
otherdo not remove that endpointfrom consideration,
however, endpointswith a larger numberof matching
attributes are preferred. For instance,a messagead-
dressed to alice@rr.net;app=ftp;type=server may
be routedto the endpointsregistering the descriptors
alice@rr.net;app=ftp;type=server;software=vsftpd
(match on 2 attributes), or alice@rr.net (0 at-
tributes) in that order of preference, but not to
alice@rr.net;app=web;type=server (conict on 1
attribute). Candidateendpointsare contactedin the
order of preference(most matching attributes rst).
If the messageis acceptedby the destinationend-
point, an acknavledgment (ack) is sent back along
the signaling path to indicate success,otherwise a
negative-acknavledgment(nack) is sent. If a nackis
receve, the policy box tries the next candidateand so
on.

Multi-Homing:  Routing based on partial at-
tributes adds e xibility in selecting signaling paths.
In Figure 3, Alice runs an FTP sener on her lap-
top connectedthrough the enterprise network, and
a second FTP sener on her home machine con-
nectedto the ISP network. Her home machinedoes
not wish to disclose the application running on it
and therefore registers the endpoint descriptor: al-
ice@rr.net;location=home. Alice's laptop registers
alice@rr.net;app=ftp;type=server;location=laptop
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throughthe enterprisenetwork. Incomingmessagefor
ary oneof Alice's FTP seners(with attribute app=ftp)
matchesboth entries. Alice's ISP prefersto redirect
the messageahroughthe enterprisenetwork to Alice's
laptop. If the laptop doesnot respond(nackis sent
by the enterprisepolicy box), Alice's ISP routesthe
messageto the next candidate: the home machine.
Messageaddressedpeci cally to herhomeFTPsener
(with attributes app=ftp;location=home) match only
the rst entryandis routedonly to thehomemachine.

3.3 Flow Negotiationand Setup

Oncethe off-path signalingpathabove is created,
the endpointsand policy boxes negotiate o w parame-
tersfor theactualdata o w. This senesthreepurposes.
First, endpointsand policy boxescanauthenticateeach
otherbeforearny on-pathresourcesieedto beresened
for the o w. Secondthepolicy boxescanparticipatein
thenegotiation,for example,by requestingendpointgo
useencryptionfor certain o ws. Third, thepolicy boxes
canissueto theendpointscapabilitytokensthatcon g-
ure data-pathelementssuchas re walls and NATS, to
routethe o w.

Property 3.4: Off-path signalingis usedto
discoverendpointsaandnegotiate o w parame-
ters. Capabilitytokensissuedby policy boxes
areusedto coupleoff-path signalingwith on-
pathsignaling. On-pathsignalingcon gures
middleboxesthroughwhichthe o w passes.

As mentionedearlier on-pathsignalingis neces-
saryto con gure middleboxsto allow the impending
ow. Differentmiddleboxesmay requiredifferentlev-
els of on-pathsignaling. Firewalls, for instance,may
require perpaclet proof that the endpointhasthe re-
quiredcapabilityto sendthatpaclet. NATs, ontheother
hand,requireonly per o w con guration/capabilityto-
kensto createthe necessarynappingswhen an exter
nal endpointinitiatesthe data ow. In eithercase,the
policy box generates capabilitytokenthatit signalsto
both the endpointsalongwith instructionson whenthe
token is used;signalingthe token to both endsallows
eitherendto initiate the o w. Theendpointgpresenthe
tokensto on-pathmiddleboxes by embeddinghemin-
sidedatapaclets. Consequentlymiddieboxesin our ar-
chitecturecanpotentiallybe statelessMiddleboxesin-
terpretthe tokensin datapaclets andtake appropriate
actionsto enabledata- ow betweenthe endpoints. As
an exampleof this coupling,the policy box may genef
ateanencryptedsignedcerti cate (the capabilitytoken)
onceoff-pathsignalinghasbeenusedto authenticat¢he
endpointsaandauthorizethe o w. Thistokenis signaled
to theendpointswhich embeda proof of this capability
in eachdatapaclet. Firewalls in a domaindrop pack-



etsthatdo not containthis proof of authorizatiorfrom a
policy boxin thatdomain.

4 A Secur Inter net Ar chitecture

The principle of least privilege statesthat in or-
der to enhanceprotectionagainst malicious behaior,
information and resourcesavailable to a processmust
berestrictedto the minimum necessaryo completethe
job[35]. In thecontrapositie,a(malicious)processhat
operateswith more information or resourceghannec-
essarycanpotentiallyabusethoseresourcego attacka
victim. Theoriginal Internetarchitecturavasnotguided
stronglyby thisargument.It, insteadprescribeshatary
endpointbe ableto sendpacletsto ary otherendpoint
regardlessof whetheror notit needso in orderto per
formits job.

We believe thatthe principle of leastprivilege has
muchto offer with respecto Internetsecurity To clarify,
we certainly believe that applicationsshouldbe free to
communicatever the Internet. The Internetmust,how-
ever, protectendpointsagainst o ws thatarenot neces-
saryfor theirfunctioning.To thatend,theNUTSSsecu-
rity architecturedisallows, by default, all o wsinitiated
unilaterally As mentionedearliey NUTSSdoesnt ap-
ply to public senerswherepolicy allows anyoneto uni-
laterally initiate a o w. Flows to private seners, how-
ever, mustbe authorizedby all policy boxes, and end-
pointsconcernedeforethey areallowedto succeed.

Giventhe NUTSSsignalingprimitive from thepre-
vioussection,we now de ne concretelythe NUTSSse-
curelnternetarchitectureasone use-casef the signal-
ing infrastructure NUTSSrelieson policy boxesto au-
thorize o ws, and re walls to enforcethe policy. A do-
main (or end-hostymayrunits own policy boxesor del-
egateto athird-partyserviceprovider; the policy boxes
themselesmay belocatedanywhere— eitherinsidethe
domain (or on the end-host)they oversee,or outside.
Firewalls aredeplo/ed by domainsat the edgesof their
network (andby end-hostsn their OSs),but may also
bedeplogsedon intermediataouterswithin thedomain.

All o ws areturned“off by default” [15], except
for ows to andfrom policy boxes (i.e the ows nec-
essaryfor the signalinginfrastructure). These“on by
default” o ws canbe selectvely turnedoff whennec-
essary Eachnewv o w is negotiatedover the signaling
infrastructure;a successfuhegotiationresultsin capa-
bility tokensfrom policy boxesthat, whenpresentin a
datapaclet, allowsthe re wall to determinevhetherthe
paclet shouldbe allowed to passthrough. Altogether
the NUTSSarchitectureoperatesy largely turning off
connectiity in the private-serer Internetand then se-
lectively turningit backonwhennecessary

Securitypolicy is de ned in termsof theusersap-
plications,andhostshetweerwhich o ws needto bees-

tablished.In casesvherethe OScanmanagéaints[10],
taintsappliedto applicationsbasedon datahandledcan
be corveyed throughsignaling. In addition, policy can
restrict o ws basedn transportattributessuchasmode
andstrengthof encryption.

4.1 Network Elements

As mentionedearlier the NUTSS security archi-
tecturerelieson policy boxes(P-Box)and re walls (M-
Box) to provide security P-Boxes form the off-path
signalinginfrastructureexplainedin the previous sec-
tion, and may be thoughtof as SIP proxieswith minor
modi cations. M-Boxesare(very simple) re walls that
cancheckthe validity of a capabilitytokenin the data
paclet, anddropthe paclet if validity cannotbe ascer
tained.NUTSSassumeghe|P routingcoreandDNS in
theirpresentorm. It alsoassumetheexistenceof aPKI
infrastructuresuchasIPsecandSSL certi cates[36], or
PGP[37] thatareavailabletoday Finally, NUTSSas-
sumesadeploymentmodelwhereadomainis connected
to theInternetthroughoneor morelSPs.

Property 4.1: NUTSScanbe deployed with
servicesand functionality alreadypresentin
thelnternetandend-hostd¢oday

End-hostsmay have a P-Box applicationfor han-
dling policy decisiondfor thathost,anda personalre-
wall (availablein mostOSstoday)thatsenesasthe M-
Box. End-hostsnayor maynothave hardwareandsoft-
ware supportfor trustedcomputing[38], or secureop-
eratingsystemdq10]. To the extentthatsuchsupportis
available,NUTSScanleverageit to provide greaterse-
curity, but it doesnot requirethis support.

P-Boxesand M-Boxesfor a domainsharea com-
mon secret. The secretis usedby the P-Box to create
unforgeablecapability tokensthat the M-Box canver
ify. Endpoints(or morespeci cally the end-userhave
certi cates that can be usedto authenticatehem, ver-
ify themasa sourceof a signedmessageand encrypt
o wsto them.Eachdomainalsohasa similar certi cate
that canbe usedto identify and securelycommunicate
with ary P-Box for that domain. The endpoint,how-
ever, maynotnecessarilypecon guredapriori with the
certi catesof thedomainsvia whichit connects.

4.2 Deployment

Property 4.2: M-Boxesblock all pacletsthat
do not contain the necessaryauthorization.
Pacletsto or from P-Boxesin the samedo-

mainasthe M-Box arealwaysauthorized Er-

ror response$o pacletsblocked by a M-Box

containinformationnecessaryo discoser and
contactthe P-Boxfor thatdomain.



M-Boxesarecon guredto dropall pacletsby de-
fault exceptthoseto andfrom P-Boxesfor thatdomain.
AbsentDHCPor manuakon guration,anendpointmay
automaticallydiscoverthelocal P-Boxby sendingadata
paclet to arny public addresutsidethe domain,which
is blockedby theM-Box thatin turnrespondsvith aner
ror messagé¢hatcontainscon gurationinformationnec-
essanyto securelycontacthedomains P-Box. A P-Box
likewise canautomaticallydiscover its parentP-Box (if
ary) by sendinga datapaclet, which is allowedto pass
throughthatdomains M-Box but is blocked by the par
entdomains M-Box (if ary). A similar error message
allowstheP-Boxto securelycontactheparentdomains
P-Box. Endpointsregistertheir descriptomwith thelocal
P-Box,whichin turn registerswith the parentP-Boxto
constructhe signalingglue asexplainedin the previous
section.

Endpoints and P-Boxes communicate over
mutually-authenticatedTLS channelsestablishedfor
eachhop of the signalingpath. Signalingmessageare
visible to P-Boxesalongthe signalingpath (for routing
and policy purposes). However, someportionsof the
messagemay be encryptedend-to-end(e.g. session
keys for theimpending o w).

P-Boxes contain policy information for their do-
main. P-Boxes may optionally allow endpointsand
other P-Boxes to uploada copy of their policy infor-
mationto it so that policy may be consultedcloserto
the sourceof a message.In keepingwith the princi-
ple of leastprivilege, the default policy is to dery all
o ws. Thepolicy informationexplicitly allowsveryspe-
ci ¢ owsto beestablishedandpotentiallyforces o ws
to beroutedthroughvariousmiddleboxessuchasvirus
checlersetc. Endpointsinitiate o ws by sending o w
descriptorsverthesignalingchanneto theremoteend-
points. P-Boxesenroute consultlocal policy to autho-
rize or dery the ow, andif authorized,corvey policy
requirementsuchasmandatoryencryptionor useof a
middlebox. The endpointsandP-Box, nally , negotiate
the ephemerab-tuple and capabilitiesthat canbe used
for the o w. Policy descriptionsaredescribedn detail
lateronin this section.

P-Boxesgenerateapabilitytokensfor eachautho-
rized o w thatallows anM-Box to decidewhetherto let
pacletsthrough. The capabilitytoken is non-foigeable
andissuedor aspeci c ephemeralo w 5-tuple,andcan
potentiallyencodean expiration time or the numberof
pacletsallowed. Oneexampleof a simpletokenfor a

0 w is aone-way hashof the 5-tuplesaltedwith the se-
cret sharedbetweenthe P-Boxes and M-Boxes for the
domain. The token is corveyed to the endpointsover
a securechannel,which then sign eachpaclet with it.
The signature,embeddedn the paclet itself, can be
veri ed by the M-Box. Onelightweight signatureis a
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Lif  (from.type IS client

2: AND to.type IS server)
3: accept()

4:end

Figure4: Policy de nition to allow only client-to-serer o ws.

Action Meaning
accept() Flow authorized
dery() Flow rejected

redirect(host:portparams)| Contactgivenmiddlebox
require(enc) Requireencryption

Table 3: Coreactionssupportedn NUTSSpolicy de nitions

MAC (suchas HMAC-MD5 [39]) computedover the
paclet payload,sequenc@umberandthe capabilityto-
ken. This signature(not the capability token itself) is
embeddedh eachdatapacletor justthe rst pacletde-
pendingon the level of securityrequired. The M-Box,
upon receving the paclet, independentlyreconstructs
the capabilitytoken by computingthe saltedhashover
the 5-tuple gleanedfrom the paclet andthe sharedse-
cret,andrecomputeshe signaturefrom the paclet con-
tents.If the signaturehusly computednatcheghatem-
beddedn thepaclet, the pacletis allowedto pass;oth-
erwise,it is blockedandanerrormessagés sent.

4.3 Policy and Authentication

Property 4.3: Policy in NUTSSis compact
andexpressve. It matcheshigh-level ow at-
tributesandallows negotiationof o w charac-
teristics.

Policy de nitions in NUTSStamget specic ows
basedn high-level attributes(user application.encryp-
tion etc.)andallow o w propertiego bechangedefore
a ow is authorized.Policy de nitions, inspiredby the
Call Processind.anguageg(CPL) [40], aredescribedas
simple programs. Considerthe policy in Figure 4 that
only allows a “client” to initiate a o w with a “server”
andno other o ws — a policy proposediy Handley et
al.in [41].

P-Boxesapplypolicy by interpretinghepolicy def-
inition onthe o w descriptor The policy, asillustrated
abore, consistsof two elements: “match operations”
(e.g. 1S) that matchspeci c attributesin the endpoint
or o w descriptorsand“actions”(e.g.accept() )that
de ne how the o w mustbehandled While NUTSScan
supportary numberof attributesto matchandactionsto
perform,the coreattributesarelistedin Tablesl and2,
andthecoreactionsarelistedin Table3.

Property 4.4: Flow attributesaresecurelyau-
thenticatedbeforepolicy is applied. Various
trustmodelsaresupported.



The P-Box must authenticatethe endpoint be-
fore it can apply match operationsin policy de-
scriptions.  As de ned previously, endpoint de-
scriptors consistof a user component(alice@rr.net)
and a set of attributes (app=ftp;type=server; soft-
ware=vsftpd;version=0.2.4.13). The P-Box can au-
thenticatehe userby requestinghe endpointto present
its certi cate, orrespondo aRADIUS or Kerberoshal-
lengeover the signalingchannel Authenticatinghe ap-
plication dependson the trust modelandthe hardware
and software supportavailable at the endpoint. If the
endpointis equippedwith trustedhardware, the P-Box
canrequesthe endpointto provide an attestatiorchain
rootedin trustedhardware [42] thatidenti es the end-
point softwarestackincludingthe application.If trusted
hardwareis notavailablebut theend-hosbperatingsys-
temandthe end-usecanbetrusted thenthe P-Boxcan
requestheuserto asserthattheattributesin thedescrip-
tor areaccurate. It doesso by requestinghe end-host
operatingsystemo prompttheuserfor con rmationin-
dependentrom the applicationinitiating the o w.

As an example of the expressienessof policy in
NUTSS, Figure 5 illustratesa policy for securelycon-
nectingto an enterpriseFTP sener. The policy allows
only Acmelnc. usergqline 4-5)to accesshe FTPsener
beingrun by Acmelnc. (lines 1-3). The policy further
requiresthatonly FTP clientsbe ableto accesshe FTP
sener (lines6-8). Additionally, if the useris accessing
the sener from outsidethe enterprisethenhe mustuse
encryption(lines9-A). Finally, in all cases,les should
beaccessethroughavirus checler (line B). Policy def-
initions suchasthis may be written by administrators,
or to avoid bugs, be generatedrom high-level declara-
tive de nitions usingtools similar to thoseexisting to-
day[43].

The policy in Figure 5 is run when an endpoint
requeststo contactthe FTP sener. Upon encounter
ing line A, the P-Box appendsthe a=enc:ssl tag to
the ow descriptorbeing processedis de ned in Ta-
ble 2. Uponencounteringdine B, the P-Boxreplaceghe
c=... parametein the o w descriptorwith c=IN IP4
clean.acme.org:8110. The P-Box also appendsthe
necessarycapability tokensto the ow descriptorthat
additionally encodeshe huidi parameteifor the redi-
rection (line B). The new ow descriptoris signaled
to both endpoints,both of which subsequenthestab-
lish (potentiallyencrypted)o wsto the virus checler at
the provided address.Thetwo o ws containthe same
huidi encodedin the capability token; this allows the
viruscheclerto determinevhichtwo o wsmustbecon-
nected.The checler thenproceedsith its application-
level taskwherebyit recevesFTP le data(uploador
download)overoneof the o ws,checkghereceved le
for the presenceof ary viruses,andif nonearefound,
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if  (from.location
require(ssl)

redirect(clean.acme.org:8110,

C:end

Figure5: Policy descriptorenablingsecureaccesso anenter

priseFTPsener

NOT internal)

Lif  (to.user IS root@acme.org

2: AND to.app IS ftp

3: AND to.type IS server)

4: if (from.user NOT LIKE * @acme.org)
5: deny()

6: if (from.app NOT ftp

7 OR from.type NOT client)
8: deny()

9:

A:

B:

uid())

sendst overtheother o w.

4.4 Resistanceo Attacks

The useof certi cates, attestationchains,and en-
cryptionfor the signalingand(potentially)the datapath
thwarts mary standardattacksincluding impersonation
attacks trojan attacks,and certaintypesof man-in-the-
middle attacks. This sectiondiscussesiow the archi-
tecturedefendsagainst new attacksintroducedby the
NUTSSarchitecturdtself. Dueto spaceconstraintsye
provide only a high-level descriptionof the attacksand
solutions.

Attack Model: Theattacleris ableto obsere, in-
terceptarbitrarily modify, andinsertary pacletinto the
network. As aresult,theattacler cansend/recefe pack-
etsfrom/toary IP addressandpreventpacketsfrom be-
ing sent/receied by legitimate end-hostsHowever, the
attacler cannotcircumwent an M-Box by creatingnew
network links. Additionally, the attacler is not located
ontheM-Box or P-Box.

DoS Attacks on endpoint or P-Box: Theattacler
consumesietwork resourcegiearthevictim, or network
andcomputationalesourcest the victim's P-Box. So-
lution: The victim never revealsits IP addresauntil it
trusts the remote endpointwith it; consequentlynot
knowing the IP addressit is hardfor acasuahttaclerto
route pacletsto the victim's bottlenecKink. If the vic-
tim'sIP addresss compromisedNUTSSallowsthevic-
tim to discardtheephemeralP andpick anew one(and
temporarilyrevoke routingadwertisementsor the previ-
ousone). Alternatively, the ISP upstreanof the bottle-
necklink candeploy NUTSSto block the DoS attacler
closerto the source.If the P-Boxitself is underattack,
thenit canbereplicatedanddistributedto multiple ISPs
far away from the victim andcloseto the attacler, and
load balancedover DNS [44] or IP arycast[45]. This
allows the P-Box(es)to absorba DoS on the signaling
channeltself, while protectingthe signalingchannelto
thevictim. If the attackon the P-Boxis not bandwidth
related,but rathercomputation-loadelated thenthe P-



Function SIPMessage

bind/listen REGISTER

connect INVITE

accept 200 OK Response

f get,segsoclopt MESSAGE (sometimes)
close BYE

send/recv/select/. | -

Table 4: Library functionsin NUTSS

Box canchallengethe attacler with crypto-puzzle$46]
over thesignalingchannel This mitigatestheampli ca-
tion of processingat the P-Box requiredto verify end-
point certi cates.

Man-In-The-Middle Attacks: The attacler at-
temptsto impersonatea P-Box to the endpointand an
endpointto the real P-Box, thusenablingit to decrypt
andobsenre signalingmessagesSolution: Theendpoint
candifferentiatebetweerthereal P-Boxandfake P-Box
for a domainbecauseonly the real P-Box hasthe se-
cretnecessaryo crossthe M-Box for the domain. The
endpointcanexploit this asymmetryby challengingthe
P-Box(realor fake) to prove thatit canaccessheexter
nal network, by retrieving a challengeresponsdrom a
globalpublic service.Caremustbetaken,however, that
the endpoints challengecannotbe replayedby the fake
P-Boxto thereal P-Box.

5 Implementation

We have implementeda proof-of-conceptversion
of the NUTSS signaling primitive and NUTSS secu-
rity architectureusing off-the-shelf components,and
demonstrateds feasibility by runningunmodi ed ap-
plicationsoverit. Ourimplementatiorallows endpoints
to bind to long-termstableidenti ers, allows endpoints
to rendezwuswith eachotherby routingsignalingmes-
sageshetweenthemirrespectve of their network loca-
tion, authenticateeachother and request o ws, allow
such o w-requestgo be authorizedby endpointsand
policy boxes designatedoy the intermediatedomains,
negotiate encryptionfor the o w, all while supporting
mobile endpoints(wherethe endpointmay disconnect
from the network mid- o w andsubsequentlyeconnect
atanotherocation)without requiringary modi cations
to applications.

We useSIP [33] for off-path signaling, SER[47]
with CPL [40] supportasthe policy box for domains,
andiptables [1] asthe rewall. We useCPLEd[43],
a GUI tool, to createdomainpoliciesin CPL and up-
load themto the policy box. Endpointsupportis im-
plementedasa library for Linux applications. The li-
brary consistsof 9K lines of C codeand relieson a
numberof externallibrariesincludingeXosip2[48] and
OpenSSL[49]. Our library hastwo interfaces. The
rst interface offers NUTSS equivalentsof the soclet
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API including an AF_NUTSS addresdamily, a sock-
addr_ns soclet-addresstructurghatencodesheusers
name, domain and applications name, soclket func-
tions listed in Table 4 that acceptremote addresses
in the NUTSS format, and soclet options (in level
SOL_NUTSY) for settingencryptionparametersin or-
derto usethis interface,applicationsmustbe modi ed
accordingly

The second interface to our library accom-
modates unmodi ed applications. The library is
pre-loadedinto memory (before the application is
loaded) through the LD_PRELOAD functionality of
the Linux dynamicloader that allows our library to
transparentlyhijack the libc soclet calls (Table 4) in
the application and redirect them to NUTSS func-
tions. Endpointdetails(user domain,app, encryption
etc.) are congured into ervironment variables by
the end-user The end-useralso enters specially
encodedhostnamesinto the client application (such
as ftp.server.alice.domain.org.encoded.nutss),
which are intercepted by the library when the
application calls gethostbyname. The library
decodes the name to an endpoint descriptor
(alice@domain.org;app=ftp;type=server), maps
it to auniquekey encodechsa privatelP addresghatit
returnsto the application.Subsequentallsto connect,
for example, with that IP addressare translatedto
NUTSScallsto the mappeddescriptor

Internally, both interfaceswork as follows. At
startup, applicationsbind to their descriptors,which
triggersa SIPREGISTER messagéo thepolicy sener;
the registration processmay involve authentication.
When a connect is called, a SIP INVITE is created
for the appropriatedestination. The messagés routed
throughthe policy box that subjectsit to policy. If ac-
ceptedthe destinatiorrespondwith a 200 OK that,in
its body, includesa SDP with the addressaandport of a
newly createdT CP soclet, andwhetheror notthe ow
shouldbe encrypted.Upon receving the responsethe
sourceinitiatesa TCP connectiorto the address/porin
the SDR andif required secureshe o w with SSL.

While SER doesnot by itself insertcapability to-
kens,our SERmoduleinsertsatokenastheSIPmessage
is routed.Endpointsuseexternallibrarieslibiptc and/i-
bipqg [1], a re wall-interfaceinto thekernel,to intercept
the TCP paclets generatedby the kernel for that ow
andstampthemwith thetokenin the TCPheadeioption
eld. iptables runningon intermediatdboxescheckfor
this valuebeforeallowing the paclet.

Aside from mobility alreadysupportedn SIRE our
library allows mobility in the middle of a data- ow. If
a ow breaksdueto network mobility, the library can
be con gured to notice this and block the application.
Uponrejoiningthe network, thelibrary re-REGISTERS



with SIP and sendsSIP re-INVITEs for the original
ow. Oncethe SIP dialog is re-establishedthe end-
points exchangeover it the application-leel countsof
thenumberof bytessent/recaied (thatthelibrary keeps
track of), re-neotiate transportaddressesnd resume
the TCP ow. Oncethenew ow is establishedtheli-
brary re-transmitghe bytesundeliveredin the previous
ow from a local buffer thatit maintains. Con gured
such,thelibrary providestranspareninid- o w mobility
for streams.

We have successfullyun a numberof applications
usingour library usingboth the interfaces. Our library
works with client-serer applicationswritten to our in-
terface,aswell aswith unmodi ed legacy applications
includingttcp, telnet, ftp, post x andmail with varying
degreesof successlependingn the breathof thesoclet
API usedby them. We are currentlyin the processof
implementingmore soclet API functionsto fully sup-
porttheseandotherlegacy applications.

Sinceoursis only a proof-of-conceptmplementa-
tion of the NUTSS architecture performancenumbers
areirrelevantasthey relateonly to ourlocalervironment
and implementation. Nevertheless,some brief com-
mentson performanceareworth making.We foundthat
thereis little addedlateny in establishingconnections
(lessthan 100ms)and no changein end-to-endband-
width (whenbuffering for mobility is disabled).This is
becausesignalingin our particular settingonly added
one additional round-trip exchangeat o w initiation
(INVITE and 200 OK) and otherwisenegligible addi-
tional processingn theendpointsandpolicy boxesdur-
ing datatransfer In areal-world setting,howvever, com-
plex policy, negotiations mid- o w re-con gurationsetc.
may male signalingmoreheary-weight. Notwithstand-
ing, we believe we have demonstratedhat NUTSS is
feasibletoday and provides a wide rangeof enhanced
functionalityto the private-serer Internet.

6 Discussion

Thispaperepresenta rst stabatacomprehensie
signaling-basethternetsecurityarchitecture Giventhe
breadthof the problem,and the newnessof the work,
therearelik ely to bemary speci c designdecisionghat
aremodi ed or overturnedaswe expandand gain ex-
periencewith ourimplementationNeverthelesswe be-
lieve thatthe basicapproactof combiningoff-pathand
on-pathsignaling,andof basingthe off-pathparton SIR
is compelling.

Althoughthis paperfocuseson security which we
believe is the single mostimportantproblemin the In-
ternettoday the basicideaof treatinglP addresseand
ports as ephemerabind non-unique,and using end-to-
end signalingwith URIs asthe meansof managing5-
tuple ows has applicability to a humberof Internet
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problems.Thesearebrie y outlinedbelow.

NAT Traversal: SIP is alreadyusedto traverse
UDP over legagy NATs for VolIP [50, 4], and similarly
could be usedto traverseTCP over legacy NATs [51].
SomeNAT boxes modify passingSIP messageso sig-
nal NAT addresandportassignment§s2]. Finally, the
NUTSS P-Box could communicatewith the NAT box
(an M-box) to requesia NAT assignmentandcommu-
nicatethisin SIP

Application Anycast, Multicast, Failover: SIP
canbe usedto give endpointscontrol over routing. In
caseswheremultiple endpointsregister the sameend-
point descriptoy the endpointscancon gure the P-box
to forward the signalingmessagéo ary one endpoint
(arycast),all endpoints(multicast),or selectthemin a
primary-backuprder(failover).

Auditing, Billing: Whereendpointsoftwarecanbe
trusted(TPM [38]) endpointscanreportusagethrough
SIP. Whereendpointsarelesstrusted the P-Boxcanne-
gotiatewith theendpointdo securelyuseanauditingor
billing M-Box for instancewhere eachend establishes
secureo wsto the M-Box. Suchmiddleboxescanthen
operatettheapplicationayer, andaudit/bill application
functionssuchasauditIM logs,or bill videodifferently
thanvoicewith theendpointsexplicit consent.

PresencePublish Subscribe: SIPis alreadyused
to cornvey userpresencgsigningon, signingoff) in SIM-
PLE[53], andcansimilarly be usedfor applicationpres-
ence.Endpointscansubscribeat a P-Boxto be noti ed
of otherendpointsjoining or leaving the network, and
provide, for instancean application-lgel “answering-
machine”service.

Store and Forward: Signalingcanbeusedto pro-
vide an email-like storeand forward servicefor appli-
cations. While SIP doesnot do this currently it canbe
modi ed to allow the P-Boxto accepta signalingmes-
sageon behalf of an endpointin its absence. The P-
Box canlaterforwardthemessagéo theendpointwhen
it joins the network without ary intervention from the
sourceof themessage.

7 Summary

In this paper we proposeNUTSS, an off-path and
on-pathsignalingapproachhattakesinto accountboth
endpointand network policy. We designan architec-
turefor NUTSSthatexploits andextendsSIRP andshov
how it works to provide Internet security We have
implementedNUTSS and demonstratedt to be feasi-
ble and far more functional than the existing IP ad-
dress/DNS/porarchitecture We alsoexplore othernet-
work functionality that our architecturemalkes possi-
bleincludingmobility, multi-homing,bridgingdisparate
networking technologiesindirection,andbilling. There
is a tremendousmountof work still to be done. Fore-



mostamongtheseis to write a completespeci cation,
implementthat spec,and startgaining experiencewith
realapplicationsover NUTSS.Much of the procesdor
this mustinclude a wider community of contrikutors,
perhapshroughan IETF or IRTF working group. As
always,the devil is in the details,andour partial proof-
of-conceptimplementationnotwithstanding,there are
mary detailsto be worked out. Neverthelesswe be-
lieve that the basicapproactof combiningoff-pathand
on-pathsignaling,andof basingthe off-pathparton SIR,
is compelling.
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