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Contextfor this work

'92

'93-'96

'97-'01

 NAT Invented

 UDP traversal solved and standardized [Kegel]

 NAT traversal presumed impossible

'93-'03  TCP traversal presumed impossible

'04  TCP traversal 'solved' (2 approaches) [Guha]

'05  2 more approaches [Ford, Biggadike]

 TCP traversal standardized

 Approaches evaluated [Guha]'05

'06
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 Approaches evaluated [Guha]'05
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'04  TCP traversal 'solved' (2 approaches) [Guha]

 2 more approaches [Ford, Biggadike]'05

4 approaches

Many trade-offs
- NAT sensitivity
- Ease of Implementation
- Ease of Deployment
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Contextfor this work

'92

'93-'96

'97-'01

 NAT Invented

 UDP traversal solved and standardized [Kegel]

 NAT traversal presumed impossible

'93-'03  TCP traversal presumed impossible

'04  TCP traversal 'solved' (2 approaches) [Guha]

'05  2 more approaches [Ford, Biggadike]

 TCP traversal standardized

 Approaches evaluated [Guha]'05

'06

 Approaches evaluated [Guha]'05

 Contributions:

- Characterization

- Measurements

- Guidelines

- Standardization
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\T ake away" Results

I TCP canbe establishedbetween
NAT'ed peers

I Worksanestimated85%{90%of the
time today

I 100%for certainpopular, well-behaved
NATs

I All NATs couldstandardizeto this
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P2PTCP Establishment
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Recap

I 4 approaches
I 16 variants (mix andmatch)

I Manytrade-o�s
I Somesensitiveto NATs behavior
I Somehard to implement
I Somehard to deploy

I Measurementstudyto determinehow
well eachworks in practice
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Methodology

I Implementedall approaches
I Lessonslearnedin the paper

I Causeof failurefor 16 brandsof NATs
I Linksys,DLink, Netgear, Belkin, . . .

I 32 axisof classi�cation
I Classi�ed(� 100) NATs in the wild
I Extrapolatedfor world-widebehavior

I Brandshare market analysis
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NAT Axesof Classi�cation
NAT Binding:
Type Delta Hairpin
Overloading Max Flows Predictable

Preservation:
Port Number Low High
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Port Prediction
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Port Prediction
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Port Prediction
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ProjectedSuccess
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TCP traversalsucceeds85%-90%(estd.)
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1. STUNTSpoof { Hard to deploy
2. STUNTPlain{ BestOption
3. NATBlaster{ Failson WinXPSP2
4. P2PNAT { Failson WinXPandearlier
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Software

I NAT TraversalLibrary
I JAVA implementationavailable
I Encryptedtunnelapplication

I NAT Classi�cationsoftware
I Windows,Linux versionsavailable
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FutureWork

I Wide-scaletesting
I Implementin bittorrent, swarmcast,. . .

I StandardizeNAT TCP Behavior
I IETF BEHAVE Working Group
I I-D: draft-ho�man-behave
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RelatedIssues

IPv6. . .
I Transitionwill requirev4{v6NATs

Firewalls. . .
I Will persistevenwith IPv6

UniversalPlug-and-Play (UPnP). . .
I O� by default
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Summary

I TCP NAT Traversalworks!
I 85%-90%today, 100%soon

I For P2Pdevelopers:
I Applicationguidelines
I TCP traversallibrary

I For NAT vendors:
I Standards document
I NAT checkingsoftware

http://nutss.net/stunt
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