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Contextfor this work

'92

NAT Invented

- NAT traversal presumed impossible

'97-'01

UDP traversal solved and standardized [Kegel]

- TCP traversal presumed impossible

‘04

'05

'05

'06

TCP traversal 'solved' (2 approaches) [Guha]
2 more approaches [Ford, Biggadike]
Approaches evaluated [Guha]

TCP traversal standardized

Saikat Guha TCP Traversal Through NATs



Contextfor this work

NAT Inve

4 approaches

Many trade-offs

- NAT sensitivity

- Ease of Implementation
- Ease of Deployment

TCP traver
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Contextfor this work

Contributions:

- Characterization

- Measurements

- Guidelines

- Standardization
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\T ake away" Results

. TCP canbe establishebetween
NAT'ed peers

- Works an estimated5%{90%of the
time today

I 100%for certainpopula, well-kehaved
NATS

. All NATs couldstandadizeto this
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P2P TCP Establishment
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P2P TCP Establishment

10.1.1.1 10.1.1.2 10.1.1.1

UseRendezvousService
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P2P TCP Establishment

Punchholeusingconnect/close/bind/listen




P2P TCP Establishment

Dan NAT NAT Bob
time — SYN > ?7?
l close()
bind()
listen()

Punchholeusingconnect/close/bind/listen
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P2P TCP Establishment

Dan NAT NAT Bob
time 1 SYN > ?7?
l close()
bind()
listen()

SYN

<i

Acceptincomingconnection
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P2P TCP Establishment

Dan NAT NAT Bob
time — SYN > 7
l close()
bind()
i
'29”0 SYN
SYNACK >
< ACK |

Acceptincomingconnection
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P2P TCP Establishment

Whatif: NAT returnsRST, closesole

Saikat Guha TCP Traversal Through NATs




P2P TCP Establishment

Whatif: NAT rejectsSYNthroughhole
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P2P TCP Establishment

D NAT NAT Bob
T SYN (low TTL) 7

time —_— 7"
l

SYN (low TTL)

A

Variation: low-TTL SYN
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P2P TCP Establishment

Dan NAT NAT Bob
time SYN (low TTL)
l K
SYN (;)VLV TTL)
--------- »| _
SYNACK g==-=-=f===-="
< SYNACK

Variation: low-TTL SYN, spoof SYNACK
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P2P TCP Establishment

Dan  NAT NAT  Bob
time SYN (low TTL)
l K

SYN (;)VLV TTL)

; ------------ e T T T ;

| SYNACK _|

é SYNACK >

<1 CF LS

Variation: low-TTL SYN,RAN SYNACK
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P2P TCP Establishment

D NAT NAT Bob
T SYN (low TTL) 7

time — 7"
l

SYN (low TTL)

- % -t mm =

Whatif: NAT blocksoutgoingSYNACK
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4 appoaches
16 vaiants (mix and match)

. Manytrade-o s

. Somesensitivedo NATs behavio
I Somehad to implement
. Somehad to deply

. Measuremerdtudyto determindhon
well eachworks in practice
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Methadology

- Implementeadll appoaches
. Lessongeanedin the paper

. Causeof failurefor 16 brandsof NATs
. Linksys,DLink, Netgea, Belkin,. ..

1 32 axisof classi cation

. Classi ed 100) NATs In the wild

. Extraplatedfor world-widebehavio
. Brandshae maket analysis
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NAT Axesof Classi cation

NAT Binding:

Type Delta Hairpin
Overloading Max Flows Predictable
Preservation:

Port Number Low High
Dynamic Parity Sequential

Packet Mangling:

TCP Data ICMP Data TCP Sequence

IP TTL

Filters:

SYlN SYIN (known IP) Esltd. SYN

SY;N SYN SY;N RST SYN SYIN ICMP 11 SYN
SY|N ICMP 2 SYN SYlN SYNACK SYlN RST S?(NACK

SYN ICMP 11 SYNACK  SYN ICMP2 SYNACK  SYN SYNACK

Timers:
SYN-SENT Established Timed-W ait
RST

Saikat Guha TCP Traversal Through NATs



NAT Axesof Classi cation

NAT Binding:
Type

Delta Hairpin
- R Max Flows Predictable
Preservation:
Port Number Low High
Dynamic Parity Sequential
Packet Mangling:
TCP Data ICMP Data TCP Sequence
IP TTL
Filters:
SYIN SYlN (known IP) Esltd. SYN
SYIN SYN SYlN RST SYN SYIN ICMP 11 SYN
SYIN ICMP 2 SYN SYlN SYNACK SYIN RST S?(NACK

SYN ICMP 11 SYNACK  SYN ICMP2 SYNACK  SYN SYNACK

Timers:
SYN-SENT Established Timed-W ait
RST
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Port Prediction

Problem:What port did SYNcomefrom?
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Port Prediction

Port: 1037

NAT

Port: 6501
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Port Prediction

Port: 1037

NAT

Port: 6501
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Port Prediction

Classi cation
E Dan

Port: 1037 m

predicted: 8501 NB:Indepndent

NAT

Port: 6501
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Port Prediction

Classi cation
Q Dan

o ‘
NA

e

lllllllllllll PI Olr; .6.5.0.1
6502
: 6503
= i\l
NB:Delta
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Port Prediction

Classi cation

NAT ‘

Port: 1037

e

Port: 6501

6502

. 6503
6504

— 6505

predlcted.tg5%%b N B : De Ita
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Port Prediction

Classi cation

Rob

______ Port: 1037
N
\ NAT

e

Port: 6501
6502
6503

Bob .
(wrongly predicted: tE?SOg N B - De Ita
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Port Prediction

Classi cation
Q Dan

Port: 1024

6364

NB:Random
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Projectedsuccess

m m
low-TTL No port pred. Port pred. No Race

Success Rate (%)

STUNT STUNT NATBlaster P2PNAT
Spoof Plain

TCP traversabucceed85%-90%estd.)
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Projectedsuccess

STUNT STUNT NATBlaster P2PNAT
Spoof Plain

1. STUNT Spoof { Had to deply

2. STUNT Plain{ BestOption

3. NATBlaster{ Failson WinXP SP2

4. P2PNA { RailsonWinXPandealier
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. NAT TraversalLibrary

- JAVA implementationavailable
. Encryptedtunnel application

. NAT Classi catiorsoftwvare
. Windows, Linux versionsavailable
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Future Work

- Wide-scal¢esting
- Implementin bittorrent, swarmcast,. . .
- StandadizeNAT TCP Behavio

. IETF BEHA/E Working Group
. |-D: draft-ho man-behave
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Relatedssues

IPVOG. ..
- Transitionwill requirev4{ve NATs

Firevalls. ..
- WIll persistevenwith IPv6

UniversaPlug-and-P(UPnP). ..
1 O by default
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. TCP NAT Traversaiorks!
- 85%-90%today, 100%soon
. For P2P developrs:

. Applicationguidelines
. TCP traversallibrary

. For NAT vendos:

. Standads document
. NAT checkingsoftware

http://nutss.net/stunt
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